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gfe-1
FATHS BT GAYd d<d
(Fundamentals of Cloud Computing)

fawy fAreo=h (Course Outcome):
CO1: aYd K3 S YR SHTAHR aTuRT,
e frea=it (Theory Learning Outcome-TLO):
1. T3S S aRkred Wy o,
2. fede SR s fewiiade Arsad garT &,
3. ST Naedl TS S s Hoag TR HaiedT Yoo WETHRT 1.
4. TS ST Hfhcdard gedh TF .
1.1 HIHS W ATLT (Definition of Cloud Computing)
AT S DI B T FASSGR UG dhaiedl JaiHT Jrod HRd, Sif Teer, TR, Scre, "eafd,
ItedeR, fazayor (SfH1fefed), gfaam @Gclasa) Il SaR 3Fd BT Ydl KIS (SeR-C) R
faafd HRUTGMTE! SAEER 318, FITSH S U SeI-cgR IR Hald T TN T YgRax AT
HIFEd3R  STIaY. § HAMSS TR SRIHRIA Sel HHHS SR,

Applications Databases

< - > ; {
D Accessed via the Internet ARRARRAR [:i: A iiJ | SRRARAAL)
~ | S—

User device

T IZI'.IE‘I!] Lnnnnin

Servers containing applications and databases

{L@

Fig. 1.1: ®I1&H S (Cloud)
1.1.1 ®THS ﬂ?\lﬁqﬁﬂ?ﬁ IR (Characteristics of Cloud computing)
1. 3-fEHTs Ger-afFdT: TR MARIGHATIAR, HIUATe! AFAl SXAAINIGT WA WD
& S B YR 95 TN TR IUAH H& Yehall.
2. TP Aae Ha8Y: FASS JaredT &HdT "eddha? ST SRIATd 30T aTiR e d TeqT e Aidlsd
B, Taae, TUCry 3T e =T ITIe T AU B3 Y.
3. TS |1 YfeRT (Shared Resource Pooling): 9T UG (provider) UG ITe—
(computing resources) THAd bl ST, GEITE],% dt Aedl-Se AiSd amuEd 3% ATRGEHT JaTl
33 Yard. A, fafay uaer (physical) 31T MUY (virtual) TR Agehi=an AFTORER TTfaw=
UGdH (dynamically) d1cT &l SITard STOT Q8T 91T dell SITdld. SHTe=T IaER0MHE TR
(storage), R (processing), oy (memory) 3T Aedds G?I”‘s’iﬁ‘sjﬁl (network bandwidth) T
AT BIdl.

Maharashtra State Board of Technical Education 1
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4. Sdie dafdadbdr (Rapid Elasticity): &Hdl GEIECL (elastically) U/ BT SITdTd ST As e
AT, PTa! UHUHE TIRIDHATIR STUISHIY Sde A &l aieddl (scale outward) fbar ot
HdT (scale inward) IATd. ARBAMGIS!, IUAS AT &HAT 3Pl HTIG dredid 3T
DIVTE! A1, DIUTATG! FHTUIT IR UdTd.

5. FISTAIen 4dT (Measured Service): T3S RIS dedT YHRITIR AR He AT &l (3T, R,
TR, defagy snfor wftra araResdl @rd) arH 83 TareaT aTaR Smatsy g snfor sifpwrss
DT, JHIYTET TR K807 el SIS, Webdl, (A bl §Ig, dbdl Sf0T el 3fgard fedT §irss
("Pay as you grow") Hioqd 3{IIRUI &xd fdhdl Sfdiid Al fAUFTNTS! 3madt amied (IT
chargeback) &HdT UGM HRd. FISS JATLHTET TR HISTel STTdl S0 ARG AB G Plal Ao
3R Y[ TR SITd, S BT AR CPU TG XqHH, ATIRAed] W IRel Wd! g6, Aedd
1/0 faidl Tea sardian aTuR e HHrU-Iat aTiR Yeob HISTUATTST dhel STall.

6. DRI (Performance): B m@;ﬂ'{:ﬂ? IOreE AHM ey dodH &HdT ggorqul
dlcddl (scale up) far HHt ®ar (scale down) q 3foT wrdermar ﬁW &adT Ud.

7. %H G (Reduced Costs): RIBIATS! Tt BRI @A HRUN STaRAH dda d S0 SHTOT
WS YA AT (dynamically) SUASY el oIl [bdld AT Faid dige IR
ST H T GUT SRS T 1 HICTHRIT WRG! HRUATITS! JaliTa! Yaau[d claa oild.

8. 3M3cUNS AR (Outsourced Management): 91135 c'htgiéllljo\o ARG AT 3T
LWPRCHFRAN (IT infrastructure) TR dl&] 43S UaIdichs (external cloud providers) N rfersine]
(@Fqifl) HRUGTL HHT e afor ECITﬂé’ ﬁ'\‘ﬁlﬁﬁfﬁ Mt digaat 7[ddU[h (upfront capital
investments) dTed. TS SRICT STHREFR IURUI Y BId 10T IR SITOMRT FATS S SRS
$HJs HIT-ad T (operational expenses) gdh Yrdl ANTATG.

9. Heciea-4 (Multitenancy): TecteA=d) 3 TR&GE T THH TS TJare (shared resources)
RO RATTIT <. SfchT, e, I Aeafd, 3-HiHY, B2B SAGINRY YFAH rhra
Ted]-T1e 8 ST GHe UMl T3S aTdIaRUNd (cloud environments) dHTd (deployed) Fal
NIGIGE

10. aT-dHfod 3MfdHeaRR (Service Oriented Architecture - SOA): SOA (A& 3RNUCE 3MfhcRR)
® ad: Q4T (services) TUE 318, ST THHBIRIT g e, SOA Idran Th Ul ThIfds g
(loosely-integrated suite of services) Ul P, S 3P AGHIS SHTHH (business domains)
IR T3> WHdTd. 8T VDI TgdT 99 Ifey digdgR (Web service model) 3/HTd HTUTAT ST
1.2 T3S fSwiigde aise (Cloud Deployment Models)

I3 fewialc AISR U KIS SIHRCHTR HY IUds B faal Sld 1T ARG Hd
Y T dl, § BXAUR fafaey sffchrcaerd TR,

Cloud Deployment

Model

@
Cloud Cloud Cloud

Fig. 1.2: 7138 fSw@iafic ATST (Cloud Deployment Models)

Maharashtra State Board of Technical Education 2
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1.2.1 9P FISS (Public Cloud):
oo FoI3e WU 31 FOI3S, N IO SIPRCHR 31U UG MY (computing

resources) GGl J¢d®mgR (public network) TR BIHTST IUGK B (G001 SIdId. Ufedd
IO STl HIG®! FOT3S YT [dH =T IRHbs 3 A1 ot fafdy TR AEHIT (diverse pool of

clients) aT ¢dl. 3al. Amazon Web Services, Microsoft Azure, Google Cloud Platform.

.

Compute
Services

Messaging
Services &i

Administrator

Application
Services

Platform
Service

Storage
Services

Fig. 1.3: Uf®I® T3S (Public Cloud)

TS (Advantages)
1. PIUME Y3 Wd A8l (No setup cost): TYU IIPREFR FOI3S Hal Urdide- uiuor
RIS 3R, A DIVl SIdSR YT HRUAM! HTTZTHdT 4.
2. T@YTSH! TR 8! (No maintenance): SEHIG T HIH JdT YeTdTgR (ATREGATGR ARl Ho
ST,
dre (Disadvantages)
1. HH A& (Less secure): Teidh FSS HHI R SRIAT HRUT ALY Faol-1db SR,
TS Ied-HRIY GRIG(cdd! Pl §HT .
2. HH PCHATIIE (Low customization): dl e WG IUAH M, dufadd
TROIJIR o HECHISH (9G0T) Bl §iS Lebd TG,
1.2.2 UHRE TGS (Private Cloud):
B HA3S SIPRCFRAT Uh UPHR 3MTg ol ThT fAfRIY RIS (Organization) TAMUT SR, df TRIGR
fohar faa=am amgR caaAIid ohdll ST, [dhdl T TR HTARTT bl STexid fSHIuN (Off-premise)
BIRC hall SIS, Tehdll. A SeraR 3 o oiftr = [Ref e

PRIVATE

DRGANIZATION SECURITY

Fig. 1.4: YTI®Q< T3S (Private Cloud)

Maharashtra State Board of Technical Education 3
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TS (Advantages)

1. 30H AU (Better Control): TR ATAHTY (FIPRETART) THHT AIAH N, TRl Jard
THATHI (Service integration), Tt SRR (IT operations), ¢IRor (Policies) 3for
JIORGATAT F-TER (User behavior) {Uf =0T firesd.

2. SeT gRe&T SIfOr Mu=adr (Data Security and Privacy): TO-d ®IURe HIfgd! AT3aUae! §
I 31Tg, TR Had AP HHATATATT SR (=T Sl

e (Disadvantages)
1. HH Whaad (Less scalable): UGT FAESY HAiGd JUNad Ihaad &AM, HRU 4
2. WRI® (Costly): URT TS 3 Witids SR, HRUI AT dTfGadHd Jaem Idrd.
1.2.3 SIS FO138 (Hybrid Cloud)
g Ole® aM fohar e fid Forss IR (YAEC, Ufeod fdhal SR TaeH 38, o
THHH RN SISTS ST T ST g HEhaa ¢aTuraT SR, I SR Il Th oIS IaR

Ufesp BTSSR ATSaul,

HYBRID

[
PRIVATE
. CLOUD

Fig. 1.5: SIS 90138 (Hybrid Cloud)

1
PUBLIC
CLOUD

BTG (Advantages)
1. ‘Safdaddr 31 G901 (Flexibility and control): 3ifeidh Safaddl 3G Adud i fafdry
TRl quf RO dufaddd Qagzy (38 H Z1dhard.
2. I (Cost): Ufdd FOTIGH WhoaGC! UaH HRd 3edH, gwelel sfaRked eddd! (Extra
capacity) 3MIZAHd AN AN U A BINS. TRT IO qo-d T HH
SR,
e (Disadvantages)
1. IIRIUT B0 B3I (Difficult to manage): TS FOTISY JARITUT HRU HATU 3,
HRUT d Ufesdh 101 Uege FoI3S Al Glold JAISH 315, A o SIied (Complex) SR
2. 8 ¢l TR (Slow data transmission): BHfSe FOISSHY sl CHAMRM Ufsdd
FOT3SGIR BId, W [ERE] (Latency) gIdl.
1.24 mﬁ?ﬂm (Community Cloud):
B KIS FIRCHFRAT Uh UHR 3HTg ol AR TRO SR 3 JRITGR FHRS dhell Sral. 3l
TR T JR&M, STATE (compliance) fhaT wrferTd=ar sMawadmdr 3Ry Ydhdld. I TaRITI
U T fohaT fae= yemgR Hdt 9I1ss Wb,

Maharashtra State Board of Technical Education 4
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Community Cloud

Fig. 1.6: Wﬁﬁ FOT3S (Community Cloud)
TS (Advantages)
1. Td-UHTE! (Cost Effective): & Td-THTAT T8 HRUI FATIS 3 AT fhal Ta™IgR ARG
&l ST,
2. REIAAT (Security): HRIE FATIS 31T TRTEH JRE&T Ua™ B,
dre (Disadvantages)
1. Haifed Whafafaet (Limited Scalability): HRIFC! FATIS Ja-- HH! TS SRTd, HRUN 3D
TR AT FeanT! fRadaUrIaR HM 1 AHRid HRdrd.
1.3 FOT3S 9aT H"I%W (Cloud Service Models)
FOI3S Tl HIooY § FOTSS HETHL Jal SN fAdiid Sl SiTard ard av iUl HRdd. § Alead
IREGAH fafdy TRIER FE01 ST TTRIUAT JEEaR] <. ToId diF JeRd! ords dal
ATead 3MTed.
1.3.1 SIPRCER 3 3f H‘%ﬁ (Infrastructure as a Service - IaaS):
IaaS T, FOT3S Valdl @@ RN (Virtual machines), WIS, Heafe T 30T SfiRfeT Rifer
(Operating systems) JRIRE! JEHT AU T TRA!. ARGATGT IT FIpREFARAR ot =07
3 31T < TR 3 SfFh=g 30T ST dF1d (deploy) Fe bl
JaleXUl: Amazon Web Services (AWS) EC2, Microsoft Azure Virtual Machines.

Hardware

Cloud Data
Hasting Centers
. IaaS
Wirtual .
T Bandwidth
Load
Balancers

Fig. 1.7: TPRCRR 3 of afedw (Infrastructure as a Service - IaaS)
BTIe (Advantages)
1. og fSwigde (Faster Deployment): A RIS JURTIRITS! SRTURT dcd qq HH! g,
TS MDH STl YT GG SR ST AT,
2. gardrdl Gdaue A6l (No Upfront Investment): TrETOT TR, RSl fdhdl Aeaid BISdeR

Maharashtra State Board of Technical Education 5
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e (Disadvantages)

1 JRIE&fIc SETEGRT (Security Responsibility).

2.dif% PN TS (Technical Skills Required): TaaS § PaaS fhar SaaS e 3if¥e qifie I
ANT]. T Tod! R, HIBIRR, Al ST YR&T HGRITARITS! ARG A hs AHTaRIH
DI Y0 IS TR,

1.3.2 WeWHIH 3 3f m (Platform as a Service - PaaS)

PaaS A%, G038 UGl SW@H f[AhRid HRUANIE!, ATGIuIRIS! 0T HaRITUd SRS
TZTH SOS WeHIH MO Jrem Rad). el TRfeT Riftery, Seey, da I 3for grnfi
BN TERRHCY Iidl GHTART 3R, ARG ATGT ZIPRCIR AT HRUGTE TRl I9d, Ot Tad
B SEFUHCTR B Higd Hdl.

3aIgrUl: Google App Engine, AWS Elastic Beanstalk, Microsoft Azure App Service.

05

Data
Scripting B:Llsc

Platform as a Service

Security Software

Metwork

Hostin
Access - E |

Fig. 1.8: WeBIH 3 If Afed (Platform as a Service - PaaS)
BTG (Advantages):

1. i?ﬁ—@—q\\_rf WTCR_F@_C’ (Ready-to-Use Environment): PaaS % iEIObI{-IOb, :‘SCIaH, a9 ‘{-Ioeirwt-lr 3T
IR B1do TgaRHCH (3al. Python, Java, .NET) JRIRSAT GaHHd ATeHNTE U6 dOR
AU (Platform) YRAd. S AHDHIM TIR HIVINTS! SNUIRT 95 HHI gIdl, HRUI
SIPRCFR YT HRUAT! TR .

2. SIPRCTIR HGRITIAE W arad! (No Infrastructure Management Costs): TR WXG! BRI,
IR TGHTS HR01, ORI Rifer 3raSe HRul fdhdl Heafth T HIRFTR S0 GRS HIHT]
SETEGR] VT 3Td. TS BTSASR, Wted3R TRAM TN 3 FHarIaRI® @4 aradl.

e (Disadvantages):

1. TR=UM= 31419 (Lack of Control)

2. DHCHTIRA qatal (Customization Limitations)
1.3.3 APed3R 3 3f iy (Software as a Service - SaaS)
SaaS A, FBI3S UaTdl BB JT ARG Gex1egR Rad]. ATRGIATS] G d3R S fdhdl
AT HROATH TR A, Al had 99 TSR [l Alaee SfUgR d aruRdl. Jal Yerdl Jiedsr
3aIgrUl: Gmail, Salesforce, Dropbox, Microsoft 365.

Maharashtra State Board of Technical Education 6
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(O

ﬁ] h

App Server

D .”’_-‘ﬁ) (_--‘-\\ g
PCs
r: @

,
. ,
~ g Databases

Mobile

110 2
{ooo}
101J

Codes Network
Fig. 1.9: Tiredser 3 3f Afgd (Software as a Service - SaaS)
tb'l'qa' (Advantages)
1. HH @ 3N HIvKdel Wﬁiﬁ LIGELGE 18t (Reduced Costs and No Upfront Investment)
2. Y 3o G S (Easy and Instant Access)
dre (Disadvantages)
1. AT $1u@ (Lack of Control)
2. Wmﬁ%ﬁ fefar (Security Concerns)

1.4 oSS fde wrae (Cloud cost benefits)

1. geardredT Yigadt @aid a9d (Reduced Upfront Capital Expenditure - CapEx): da3sHe
TR, TR, Aeaidi] gIedsR fdhdl Tt dsR IR JRE! HeFTS! SUHRUl W] HRUTMT ST
R TR TR 9. 81 HIST Goard e W arerd. ey § 0 3av Hewarl HHmre! fdhar
A SUHHNS] ITUE Y.

2. TRRMA Wdtd gga (Shift from CapEx to OpEx): ! SredsRA Jdqudh HRugridst,
FA3S YS! ATIRIIR (pay-as-you-go) U ST, I Td e TaufSTRAYT iReAd
TRTUTSTRAY (OpEX) daald], e doicd HIRITA Y Bid. ! Hhad diiRaedl STt
(3aI. CPU, ¥R, dsfagy) U .

3. THI S@UTA @ (Lower Maintenance Costs): FAI3S UG ¥d GIadSR, "ediai TN Igarel
I d3SRA! TEUTH, STUSTH SO U STaeR] dl. I JRIdT et HHaril WIRIGR,
ST YT ST ST 1S T1aR W x1al ARTd ATe!, SR THUT GEHT W deuiiaRicar o gidl.

4. WhAfafadiges HTde™ Wd (Cost Efficiency due to Scalability): THeAT aUATAT TROIJAR
TRl T (TR, TRl dlabies dted (scale up) fdar &4t &= (scale down) T, URUNS
JeuH, TR HiTwTda qald SR ANV 3iaTel 93 SHfaRad gredsR IRl HR1d ANTd, of
3@el FASHT (idle) TG 8. FASSHE, Tl Had MARIHAIIAR U ST, ST JTeAian
YTy Tesdl dl.

5. Sordl 9d (Energy Savings): QTN gH Wa:d &R ST HicT Rifker aradredt arTd A6,
s divl fodTd A6 99d 8. T3S Yald Hiedl JHTUNGR $Holl WXl ddld AT Hraem Sal
e aIRANd, S YIB! g ST gidl.

6. feoRer rpedlan &t W (Reduced Disaster Recovery Costs): URURGUU, 3TT@bTe
gy (Disaster Recovery - DR) fGfeeT IURT 3Mfor it v ol kg Qdd 3d, HRUT
ATS! GiRfhe FIPREHFR AR, FA3S UaTd WRASUIT &RId Jolgd DR W= ¢dld, ST
THAT ST SO SHTRIh R GRI& g SN0 it Ward ST e IR R fesadr Idrd.

7. 9dig ATIRUST Wa¥ (Faster Time to Market): SThRCHR dIR HRUIMNTS!T ANURT 9@ HHT
ATeATgos, JrRT a1 SHTRIhR= 0T T Sfeie i< SR S0 Yehdl, S Aah Hegd
rquary St gfeRyeiar saTe! Heaua Had gid.

Maharashtra State Board of Technical Education 7
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1.5 ¥O13S G?CQETI% rfheamre anfor SWRCHER® YCP (Architectural and Infrastructural
components of Cloud Computing)

WehiH (frontend platform) 3TIOT SHUS Wehid (backend platform) IRW 3P gcdh R
peUs (Frontend):

The U WU ARG AT SISl aTURGT SITUIRT SIS (Graphical User Interface). ITd G038 BT
537@3 (Backend):

IHUS U FOI3S Wdh: o FOI3S HfCT YaNITa! AT AT YRAd. I TSNS AN (virtual
machines), &Y, ScT W IXol, YR&T TFAUM (security mechanisms) 10T ¢fthds Hel® TFAUM (traffic control
mechanisms) AT JHIGRT 3R], SHUS UGTATAT MHAFAUTATS! (provider’s control) 3.

7 N
=
H{ <>

4
f

i Application

By

p
L

1 Rountime Cloud

Storage

Kk

Fig. 1.10: 90138 Hv'qﬁ'ﬂ% Sfhesre for SIPRCIRO UCh (Architectural and Infrastructural components of
Cloud Computing)

TfhdamrRd Ued (Architectural Components):

1. TEIE $IPRCHER (Client Infrastructure): § U¢® ARG A S UdT SR HIUIMTS!
3IRID e greder S AR d SR Gxiadid. I&ERUL: Hidlsd B, <aiie, Uiy, Swheld
3101 I SIS o FA3S HaiRN HaTe HTefard.

2. AP (Applications): § TFed3R SRIGIT SRd o TSR AT AT ATURG AT
JdT <dTd (3al. Gmail, Salesforce). B STRIGR FAT3 ST GRITY JfAUTGR (Infrastructure) TR
DHeldd .

3. Wew (Platform): 8 WR Wby fAwRia HRuardt, a1 SRuarrd! Sfdr sogwiifoa
HRUTMTS! SaRID e AR Ry, WU oiasl TeeTaRH ey, Scray 31 98 Jaad
JIART! A= 307 a7 GRAd!. &8R0T PaaS HdTl S @1 Google App Engine, AWS Elastic
Beanstalk.

4. FIPREER (Infrastructure): 81 FAT3S 3Nfchcderdl Yafd WIerdl WR T8 S aHd W0
™A (computing resources) T&H ®Rdl. AT @3 AR (Virtual Machines - VMs), 9%,

Maharashtra State Board of Technical Education 8
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TR, Aeafd ST AR Wt d3R Jiar THTART SRAT. SaTeRUT; laaS Tal o &1 AWS
EC2, Azure Virtual Machines.

TRF&EEr (Security) WR: ® Ud WRIGR v, fg=0r, SQmeqre areu nfor gRem dRonh
SAASSgull HRard. a1 AT ¢, ey dola [Rkew, fafeln daede snfor gran
TSI THIAT S,

LW RCERA YCh (Infrastructural Components):

1.

$eT ded (Data Centers): 8 TGS ST Hifdd SMYR SMRd. § Hidal gfawr smed fod
HEIcIed] S, FA3S UeTdd! SHTHRTA 3 Sl Hed 3.
Tgd (Servers): ¢T Jexmehd Wifas T 7 aass Hufde qayd fafeT safey smed. §
oY G SAIIRA AT ATIR H¥ed 3 @3 TR (VMs) faurTe SiTarg, of sFd
RGBT HaT Sard.
TN (Storage): FSSH fafae TerR=al WIRS JaT IUAs SR
1.501% IS (Block Storage): ®3{d AR fS¥h SSUAITS! aTuRd SiTcl.
2.%Tsd WIS (File Storage): TcdhdR B3 AT HRUIMNTA!.
3.3ffesiae ¥EIS (Object Storage): HIGIT YHIUNGR s gel (34l UfaH, fRfgs)
HISAUITS]. STl YR 301 Iudsidl YT HRUgTd! Sl e fhrult Awrde
CISIASIGIA
AeafHT (Networking): FAEE SIPRCIRAL ASgd SMUT SA-HA&H Headh Yd Hew@™
1.3 TRT AT (Routers and Switches): ST YdTfed HRUIMTST.
2. BRRATd (Firewalls): IRIEAATA!.
3.9s da@=99 (Load Balancers): JURT ¢fhdh 3% JGUHL Gy HRUIMTS], ST
SNTCTH R BRI dTed 30T SIRd YR T8 &xal Idl.
4.@% Aea (Virtual Networks): RS el a2 gy (Isolated) Jead
qTATaRue FAfH SR Rart <ar.
FHIAIZIRA (Virtualization): 8T TSN U& SMURYI WY 3176, TSGR AFAIR
@TITRATIER - Hypervisor) Hd® STSIRAT e e ARiFHe fAUTTd, Sures Tmeran
THTETO! IR gl 30T UhTa Hifdd TagRar 3 I Wd=uu! araadi Idrd.
TR STT TR & (Automation and Orchestration Tools): FET3S T
Adg (Provisioning), STARITY HTfOT b feiT Taddferd (Automate) HRUATHTST 1 I dTORal
ST, ATes AHd! §XaT HHT gl 0T HRi&HdT dTad.

References:

1.

Cloud Computing, Principals and Paradigms by Rajkumar Buyya, James Broberg, Andrzej
Goscinski A John Wilwy & Sons, Inc.,Publication, ISBN: 978-0-470-88799-8
Cloud Computing by Sharma Rishabh Wiley Publication, ISBN: 978-81-265-5306-8

. Mastering Cloud Computing by Christian Vecchiola, Rajkumar Buyya, and S.Thamarai Selvi,

McGraw Hill Publication, ISBN 978-1-25-902995-0

Cloud Computing by Singh Shailendra, Oxford University Press, ISBN: 978-0199477388
Cloud Computing: A Hands-On Approach by Arshdeep Bahga, Vijay Madisetti, Self
published, ISBN 1494435144, 9781494435141
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Websites:
e  https://www.geeksforgeeks.org/
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E-learning material (Video lectures)
e https://www.youtube.com/watch?v=Esjx-hKyMRk
e https://www.youtube.com/watch?v=iRTedLvjgEk
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gfe-2
C ERIDE NG

(Virtualization)

fawy fAreo=h (Course Outcome):

CO2: T3S HHCTHNT FYAATIARI TP H.

e frea=it (Theory Learning Outcome-TLO):

1. BYHAGRA! TG AfRTee T H.

2. TGS HHTHE FYINATYRD 3 FHR 0T Tt afrees) Wy .

3. AW TR (Virtual Machine - VM) TR SRUARITST VMware dTORUATE €W WF H.
4. T3 UM AR, HHASIH S0 HASHE T WP H.

5. YA BRIG U dIc T .

2.1 FYSAATIHRAT IRAT (Introduction)

TS T TG TS TegR, TR R 31101 et SuHRuT sgefaia ()
TIChIH TR BV, § BYSHAIGRM ARG UhTd do| 3 AR STAs He U HGd Hrd.
g Hifds Tures ftr SRy 3Md ITRGANEd AR BT Adid. SIS Th
e dfRTeed U o SRR 3 T8 ST HU-IHT ISR HRUTTE iAo o,

2.1.2 %ﬁ&m I Al (Virtualization Reference Model)

ST ET[%ITRFFI WTSF&IEW (execution environment) m THdl (stack of computation)
WWﬁmﬁﬁﬁ 8T ITOT UhT HeH HiSoa! (reference model) SIRIH AT 3.
? Yo Hise SfeaRMa (abstraction) WRIAHE Sy URUING HRd. fTL M 8T TR
SHGTAIUI (implementations) qui® SUad!. @ﬁm TR HIUdTe! Uh TR dqQ ZHd
30T T TRTH S FERIT HO DIGH (calls) SCIUY (intercept) B Advd. TULF, TWRIAL WY fauTeH
T SHAGoault it F Z1dhd, SUTGT Hac Sexhad SRGRM (emulation) 30T SidHed TRIE

Applications Applications \
——————————— API calls
Libraries
—————————— System calls
X L 4 User |User

Operating System ISA ISA

___________ ISA l v
\ Hardware Hardware /

Fig. 2.1 TYSARIGI YHI-d AISA (Virtualization Reference Model)
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1. Wifd® BIEASR TR (Physical Hardware Layer) 81 @Y3QAIRMA 3Mfdheaarar afd @reral TR
AR Yel Hifdes T (physical servers), IR (CPUs), AR (RAM), TRl (SRS (storage
devices) 31for Aedd SWPRCHR (network infrastructure) T GHTAL S,

2. TRRATIER R (Hypervisor Layer) 81 GY3AAeRMdT did Hew@dl R T8,

3. eerd W (VM) WR 81 WR SWRAIERA dUR Hoed! dafade @afsid A=i=ar (VMs) s
3.

4. SIARITY TR (Management Layer) BT TR G3AIES 33hRCdeRd HaITAH, fa=07 3101 e
DHRUGTHTS! AR SITcl.

5. TaT fIaRUT TR (Service Delivery Layer) I SR, @ 3(cess JqTeH aTRGAH fafay Jar
Aled™ (3dl. IaaS - Infrastructure as a Service, PaaS - Platform as a Service, SaaS - Software as a
Service) ﬁﬁﬂﬁﬂﬁw

2.13 Eﬁm QTR gy afArsed (Characteristics of virtualized environment)

1. mﬁ?ﬂ (Enhanced Security): Hm:lﬂ@f Tl VM Aeid RET ‘-P'ITE@’ (security breach)
U1 VM TR fdbar gIke Rieqar de uRumd giogrel treidl ST gid.

2. I Qﬂ'ﬁﬂw (Resource Pooling): I 3P Hifdd Jeevasia JaTeq (CPU, RAM,
TR, Teddh) Thd H& Udh HIs! 1T Jd' TR dHell S,

3. ATTHIARH (Isolation): TA® B AR (VM) B SR VMs IRIT GO0 Wdid 3Td. THT VM
e B! THWT SN, T YR ga=a1 VM &R fdhar dquf e Rierar gid gl aie Rafker=ht
RRT 3107 YRIETAT dTad.

4. q%caﬁrzm (Encapsulation): %ﬂjﬁﬁl ERIGEI] ?ITIUT fRucht (G-FTCQ‘%T ﬁlﬁ%ﬂ, G;fﬁ%lﬁfﬂ,
DIBTRA 0T ST UhT fdva 3ifYh BreeaHe) Idad! iid. T BISTd! bIUl HRUI, TAdUl, dh 3T
H0I fohaT giafid HR01 gU AT SR7d. e VM ° AT Jay gid.

5. Eﬁﬁw WrdA (Hardware Independence / Decoupling): %?i&l?f = g Hifds
TTSasRE I Sheae A9, TR <l TURATIIRR ATed. IS THT VM T THT Hifdd Tegvae
GUTER YgolqUl gadT Ud, ST T Y BIadseR TS avIes 3d arig!. A1ges Uieiaere! (Portability)
dred.

6. STelG @arddl (Rapid Elasticity): ©Y3AIgss AIqaRuNd SuTe-dl ARTON A6 (3al. S
qR&d HTeN), FTHIMW AR A1 31w CPU, RAM fdhal RS aTed &l dd. TRl BT
T, B AT URA O3 g9=-a1 VM a1 et S QehdTd. res ARTUNHR S91e- dreqol fdhdr oat
CRUKSIPAGH

7. HIUT At |aT (Measured Service): %Tg,f&lﬁl%%’ CIGICRYIGRICY %?i\?ﬁf TRHgR aTaRe
STUM=T AT (341, CPU 90, AHRY aTR, TIRST) S0l fARIE01 et STd SATFOT Hiefal Sird.

8. 3= IUASUdT (High Availability): TEEI HIfd® SR I} AU, YIRS qTaravul
TaAfqUUl ATaRd eegsfd AR go=aT AR §Rear §aq Xehd. TS SR 3foT It
U dTad 30T TR g HHT BIdl.

2.2 %ﬁm fafay yeRIUN® WP (Differentiate various types of Virtualization)

1. Aedd FYAGTHIM (Network Virtualization): TTd e AL (3aT. a9, ISR, BRRAI0)
ThA e Uh TSNS Acddh dIR Do ld. IS "Acddhd AIRIYT MU gid, Garddhd! dled 30T
RNl ﬁ‘éﬂ?ﬁ. (3al. SDN - Software-Defined Networking, NFV - Network Functions Virtualization).
2. STPeU FYMBTIIM (Desktop Virtualization): ARG AT BH3MS SIHe T ATdTaR0l TR B
S, & HET TR SR S S, TR DIV [SRRIR (IS, BT, THGC) GuIUT!
(remotely) I %@I\’r@' S CTHE TdT & ZAhdld. (3al. VDI - Virtual Desktop Infrastructure).
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3. Il FYSBTAHRM (Storage Virtualization): ITd 3 Hifdd TRl (SR THa e Uhd
T3 TR YO TR HoT SITdl. AMes TRoTe aRITY T gl SATOT 1T TR 31feie Bl gial.
4. fFHA Eﬁmﬂ? (Application Virtualization): s bRIeT SR ﬁf@mmaén%
D ST HTOT ¢t UehT Tl B3I ATATaRUITd ATGde! SITdld. e S HRH SReI® - HRdTg! aTaRdl
JATd ST dufefafese= grwr S8 gidm.

5. TR FYSMOTAHIM (Server Virtualization): ITd Th HIfddh T&R e GG TeaH faUTTST
SITdll. 81 SISOl Fald YHF YSR 3MTe, ol JEIYidl aTiR dgquarand! Mo e HHl
PRUYTS] ITORST ST, (TR 1 10T bR 2 FRIURATIZ I dIuRe SITdd).

2.3 Eﬁm TAFEN IgTeRur (Technology Examples)

2.3.1 VMware d TJf Eﬁ\ﬂ?ﬂ'ﬂ@'ﬂ:{ HIS® (VMWare: Full Virtualization Reference Model)

Ul TYSoRMAY, WS STSasRd! Ufddd! (replicated) TOR Hot offd 30T d TR SR
RIeHeT SUGS Hed o 914, ke iTuRfdT Rikewar ar &TaEfamaw (abstraction) CAREREIRGI
T 3T AT VTS s HRUTTE SATTIDH AT . VMware 3 da JUf SIS (Full
Virtualization) H’@IW YT 3T,

TRIWRATISR (Hypervisor): VMware T GARMRAT HEIH! SRIURA™ASR A= T TR 3o, I
T fIaR ThT HaRITYDH IR H& R[dval ol eI AR =07 3adl.

TG WM (VMs): TS AR Riked foan wa= g2sie m=iqae amed. gl [dei,
foTa 3nfor sar Rifewy e Hifds HEgeaR THHe Ml HIvdTe! ST 7 ST ITed ZTdh.

User Applications

“Ring3 o~ __ —1°* (Unmodified ABI)

~
Guest Operating System
« Unmodified codebase
* VMM unaware

= Binary translation
= Instruction caching

Hypervisor J

./‘

_a®

e Hardware Trap
Dynamic / Cached Translation (Sensitive
(Sensitive Instructions) Instructions)

Hardware (x86)

Fig. 2.2: VMWare: Full Virtualization Reference Model
1.4iforp B3R TR (Physical Hardware Layer): 81 Hdid Wodl WR 38, fo1) aRafd® gredsr
T S B CPU, RAM, KRS, cddh 3ehy By (NICs) 0T YO USRI (devices)
SHdId.
2. VMware ESXi SAWRAIAR &X' (VMware ESXi Hypervisor Layer): 81 VMware =l U;Uf
FYHOTIYRM HISHT halag 38,
3. W\’Ry W=I TR (Virtual Machine Layer): Wﬁa’ﬂj\%{@ T2 B U a0 U;quﬁ[ HEad
PHICIARY 3¥d, S ESXi TAURAIIRER 6.
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4. %ﬁm ARYTY ¥R (Virtualization Management Layer - VMware vCenter Server):
VMware &1 SHIRIRCHAL], VMware vCenter Server g T WRTARI0 G STRITAA HTE 31Tg.

5. |aT / SfWHIM TR (Service / Application Layer): 81 Algo Yald axal WR 317, oY ardfds
VMware Hell, @243r@ A2 (VM) &1 B30T §TA195d § SIF Y& Ugdi-1 TP $& S

1. STINTE TASIRIRM (Direct Execution): 3F® W YEIS], TS AN AT IT TSASRAT
IEad. 51 U SAd BRIGH 30T FTaM 3d, HRUT IrEed HRITET (intermediate) BRYT HSUSST
Tl ST YT GRI&AUU! 10T Aeyu) gredeRar Areddl dard, &1 a1 Fufid Adrd.

2. aﬁﬁﬁ @R‘I%TF[ (Binary Translation): 3P Ffew fhar Jagazie WTBDI (&2 U R
fohar QRR@ar guIfad &= FAHdm), VMware T JaHT GrdsR TG Aho 37T WRUTd HTdRd
(translate) . % YTYTaR 'W'ﬂ?—a (runtime) Eﬁ?f 1%171@?[ @%T e Sl 3gar ﬁ@ % ufesar gsa.
Haegziie gaT 4 TSASRaR dIGauaNuast did HINIaR &, VMware YOG GRI&AT 3fo1
R I,

2.3.2 @7{ 3nfhemr (Xen Architecture):

@7[ (Xen) gl q%losgi&c’)lqé\{:zlddi (Paravirtualization) GH?JTR’_CTWHTH—@H (open-source) FIAURATILR
IR, WIGYHGALZT 8T Fald BB TR 315, Fed3R-3MRCS FYAHGAYRAT (Hardware-
assisted Virtualization) dlUR ¥, Eﬁiﬁ &HdT IIUT ﬁm (Full Virtualization) W
SIS} ATEauaTd SET 1R,

Th ICIEL 39_@3 e d3R, SUT@T gReaR (ORISR G ST YAzl (privileged access) 3gdr 3T @
TR T4 TRe OS (TRfET Rfkew) graresd, @ 194 0 (Domain 0) ATaT=T fARIY AL A6 d. THIMS
T2fF TR (VMM) IOttt §¢ SGaTaR 18 8IUIRT 81 UhHd S 3118, 81 S8+ Udh HTTP U&R g
FRal off TG T2 TIR FHROY, HIBIR HROT 30T FHTK HRUATAT fa=eT e, 81 ged 2SR
FORA TG T2 HAoRd! (VMM) TUfHE g RIMUd dRdl, ot JoI8e HHfeT Jumee
SIRCTR-TI-U-He ¥ ([aaS) GG SIS U TGRS U 35,

70 (Ring 0) BT HaTfI® ARWRIER RGST WR Gxiad! 1 T 3 (Ring 3) 1 Hald HH! [ARWIGR
TGS TR GRIAdl. 0S/2 TSI, SIdoldess ¥d dRAR ARG U7 HORfeT Riery Haw aF
TR AR HRATG: B0 HISATS] T 0 30T ARl HEHRH aud - Hifegos OS UITawra! R
3. UM 0T NIGYAHOGR G HRUTTE Gl . § 0T S ha aa-i! $e%y (ABL) AL
DIVATE! TG0 - HRA AU STUAN e&H T, SIS GBI DT I-BYIORS
eGP Fgouul RIGTR (shift) BT Ad.

4 fhea=Ra BIae:

1. dglH 3rfor ﬂ?‘f&lﬂ BIAURATILR (Small and Secure Hypervisor): EIET‘WQ[ EE%GR E{R?@ﬁ Dom0O
T 3, SRAIRAISRAT DR AGM g, SaTHes At YIS g

2. ¥ PHREHAT (High Performance): TRIGYSHATIGRHS U1 I TSASRRT Hale ATeees
@Y BRI Hesd.

3. @AfRIPdT (Flexibility): TRIGISIATIR TN JUf IAAIRIRA aleian JA 3d, surges fafdy
UHRAT IRE OS Areddl IdId.

4. GaFd-HId (Open-Source): § Jad-AId I, AT f[dHN THEA-HTUTRG 3Te A0 Al aIoR
faTre Hrar A,

YSHITT, I 3Mfdheaar § TP MR <T5U-1 BAWRAMSR 38 & Dom0 =T AT HrIeH
AR UM a3 WRIGYSNAIIRA dud YUl FYHAIIRA groidl 9989 ¢34 3
FHTITTE T FTAER0T TR .
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2.4 A3 WA (Virtual Machine - VM) TTET, Sia-®15, e 3rd ARIH ATGURM (Definition
and Life Cycle of Virtual Machine(VM),VM Migration:

2.4.1 3 A TR (Virtual Machine - VM): 3@ AR (VM) T80T T STHRI (G2 31d)
TuTSH g yomTett St waren Hifads (o) SigeRAsd (SaTaT ‘B AR WUITd) A1 dSRER TR
Fell 9. & eere AR Uged BTedeR Tud adl, ff et T ST Ul srrrgeraRd! B wa.
YT WA B3 CPU, 3 HARY, T3 8T8 S MU FZ3Ie Acadh Sy ¥l YA
T3 ARIER Wa:dt AR Rifen (3a1. [deis, fomaw) sfir sifwie g areadt Idrd, 5™ &1 ot
T W Hifde HIrgeRar Irad e

2.4.2 FH3E H=MF (VM) 9T Sid_®165 (Life Cycle):

1. e nfor smazadar fazewor (Planning & Requirement Analysis): dT <WTd, VM o TR
(ST, DIV BT AT 3Hg?), ATARID JAYUH (CPU, RAM, RS, Aead), STRfET
Ryfes 3nfor FRa= TR FRfYd Hedr S,

2. tﬁ%ﬁﬁ'ﬂ / faffd (Provisioning / Creation): Il TW[d, gIRAIURA™IER (3al. VMware ESX]|,
Hyper-V) A0& T TdH 3@ AR T9R dHall Sild.

3. 3rfd fafewn Wﬁ"x’ﬁ 3T BB (OS Installation & Configuration): VM ddRR
AR, I e ATRfET Rifey @q1. e, foma) s=eia el offd. IR, aRad
IIHCA3R, ATTABR IO YRET U (patches) FEIA B HIHTR el ST,

4. SITRREA / STATIA GRIT (Operational State): 8 VM I T SRR SHTRIT 3R, AT
T VM TT, 3T ST AToR« fohal QIR e TR $Rd ST,

5. dp3q 3Ifor ﬁﬂ'ﬂﬁi{'\q (Backup & Snapshots): al ﬁTf\&‘IH SAUIRTST 0T ST Tl
uRfRydia Q?Qfl?ﬂql'opf (disaster recovery), VM dI frafta sy gdar 9.

6. HTRIRA (Migration): 81 U& UfS® (optional) GRIT 3], 1Y VM &1 T Hifdd gReasd
ST BREAR fohdl TohT STREISRATH GUT SCREISRAR gadd ld

7. %ﬁf%?:rﬁm / AY HI0! (Deprovisioning / Termination): @F'E!T VM I TR TF9d fhar o
3YIRIT (obsolete) BId, AcgT ot g detl oiTat M1fYT foreht Tamem (3. fExr Wa, RAM) Tad Fait
KIGIGH

2.4.3 YA AR WA= (VM Migration):

RST: T3 AR AREIRA WU ThT @egafd T Tl HIfde® Takae (BRe) gu=l Hifds
TR (B1X<) fdhal Tt WSl Alh e a1 TRl Al aR gaauard! Uik, g1 ufehar VM a1,
AT (ATgeE HRAIRH) fdval §ig SdMT (dles AR-IURM) dhall S, b,

1. @IS JAfUT (Load Balancing): TERT JGIaR ST YR 3R, JMAIA VMs HH HR
3T TGRaR g YR Hferd et STl

2. SWUTA (Maintenance): HIfd® TG STUT (3T, TTSASR TIS, I BRI ST,
R VM GOT Y&dR gaadl Idid, SaTges Yaifed € Usd ATgl.

3. ATUTEN Yulwdt (Disaster Recovery - DR): TETEI 4ifdd Yeswwed foere Sedmry, aradid
VMs TI@BTAH R ga=aT Agherd gaddT AT,

4. W\ﬂﬁ == (VM) FAITS SMOT AT (Consolidation and Management):
THIE T FAASTHL 3HF VM (@H31d A=) HH e TR TdHd s
AT AR DTS S HRUI GHIAY 378, IT UlohdT SeT TR Td HH HRUl, Terat
PHriemdr GURY 01 RikeH< HRigmar aledul 1 8. I1d A5 ARPRFYRS (Live
Migration) T THIAY Bia, 1Y VMs i SToRRFHE] SO = 30Tl Tee? G gadd
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Srard, ST S-HE®G HAIide™ (Dynamic Consolidation), ot R3fd-arsy damemian
TROTEIR VM T RIFHH 96 B,

2.4.4 FHAA AR SIS @3 (Techniques of VM Consolidation):

1.

4.

A58 AR (Live Migration): VMs TTe 3RIAMT 30T ATR&G @ T HI0MATE! S0 7 STurdr
T Hifde TegX T gaadul,

SHHTH® H-AIASI (Dynamic Consolidation): R3@-TgH TTH=aT IR YRR
VM T RIFWE 3TASTY §&d HRUI, ST GareHar garad iR -1 ghal.

Ty Aifaefer snfor srafd (Resource Monitoring and Alerting): QYA IR
gad e &or oy @@T IR ARy HACU&T areal (thresholds exceeded) ?I%T 3T (alerts)
ETIT B, \_YCI'IH% Hichaquor (proactive) VM FHIITSR Hal Ad.

VM WHHE ATREGH (VM Placement Algorithms): SHTEAAT RS S0 SUAS SHATIAR
Hifdd T@RaR VM © qarad i FiEd Hroamme! siaied amRor,

2.4.5 %ngalﬁ =M IR (Virtual Machine Management):
T3 AR AT U FY3MA aIdTaRuNdid 9d @egsfd ARi=ad (VMs) FaieH, udder,
THUTH, BB SHTOT A0 HRUL § Th ATUD B 311 SATd VMs T JYUT Sa-Tarehrar GH1a=t

g,

1.
2.

5.

I RGE (Reduced Costs): E'Iéa&ﬁ ol (?ﬂ\_rl) 3TOT TR W HHY @Fﬂﬁ

JUTRT JHIYFTET aTUR (Improved Resource Utilization): CPU, BT JTI0T WRS T1eHi
ERNIEIENG A

qredc! HRIGHAT (Enhanced Performance): Sidie Wfadle d& 3T RifRkedsh ﬁ‘iﬂh_d
YICTATGEHT (responsiveness).

qreadt whafaferdt MO AafIddr (Increased Scalability and Flexibility): @THRAT
'J:I'I"TUﬂﬂﬂ'R (workload demands) SJ&dd °Ur iU g,

Y $IPRCTRR UGRITYA (Simplified Infrastructure Management): AR B gid 30T
FITSS STPRCFART HATRITA Y Bl

2.5 %’EIGI'GTQ@T{H BTae ATIOT i (Advantages and Disadvantages of Virtualization):
tFI'CIa' (Advantages):

T HO‘ITf&'IT[ diqY (Efficient Resource Utilization): %ﬁ&mﬂ:ﬂﬂ% TUhTd Wfas
61—5%31?% (3. ¥&<d CPU, RAM, WISl 3% T3 A=A (VMs) fauTe &ar 3.
IS BT 3RAT SR STd 30T HRI&H aTR gral.

@< §9d (Cost Saving): A WWWE@WWWW% S AR
(Power Consumption), PURETU (Cooling) 31for SeT Yexrndta S T HHt @T‘ﬁ

Aatredr SATfOT ATaT U (Flexibility and Rapid Deployment): BCIR] %7{3[3@ ENIE G
fiifeid TR a1 34, R Wfds TR ST BT TN HIFRBTR HRAT QU I AT,
I IUAKMAT (High Availability): SR TETGT Wifds Ik fogsd, R samagmH
WehHaId SARAIIR Wadafqull Iasld Eedsrd Oeie gu=r o1q 3rae Wifde
TR §Aq Wbl

GRF&adr aread (Enhanced Security): TEG! 3@ AR 5% ed™, df SaR VM fdsar
BIRe RRCHURE a1 (isolated) ST, THUT WUl AHedh e TaRl Ul U HAT0T Bid.
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6.

qraoft 3TfoT fawry (Testing and Development): TTeasR SEaUY fafay sfftRfeT Rifterd
30T HIBTRYTR BT ol Yot 3Me VMs 8ol daR & hdld.
e aRddd BredsR WRIE BIUdTH! fdl T8d Tal.

dle (Disadvantages):

1.

THT IR fdg (Single Point of Failure): SR TYARSRM e (Mfdd aey) fdhar
TARAIIRT [TaSd], TR AMER de Rl ¥4 wH3d AR UHhd de! g g XHbdld.
T3] o JUASIdT T Biee TR (Fault Tolerance) SURIIISHT Ul HARID 3o
goarddar @d (Initial Setup Cost): FYSHATIIIA AFed3R (A=A TeRURS dga™o!)
ST O ATTAUATHTST RIfHIATH BTSSR WAl HRUI Fraldlell HFT Y Rbhd. qd, rEIa!
URIferd HHaTad! Sa=adhdl SR,

YXGTAT Y[eh (Licensing Costs): Wlﬁ ﬁ&m e d Rt (3al. VMware vSphere,
Windows Server Datacenter) 30T TR TR RafRergardt (Q?a?ﬁ VM I8! 08 TRAT)
&0 IR Yo A A,

T 3rd AR | (VM Sprawl): VMs TR HR0 G0 WY 3T, 3 7 aTIRAed fdhar
A VMs TR 813, XdhdTd. e TaIT Gy gl 30T SureHiar $ueqd g,
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gfe-3
FATSS WIS, TWIE ATIOT HIRITYA

(Cloud Storage, Monitoring andManagement)
fawg fereo=h (Course Outcome):
CO3: FASSHY TR YUTTe! {07 Haid FGRITI B,
e frea=it (Theory Learning Outcome-TLO):
FA3S Wl RIReH 3R WY A,
fEaeT T3S Teauwre! Wi Riked fegms Hruaran =T e,
GFS 3101 HDFS gfeit gaiT o,
e s T3S Eb_l?q%ﬂ%[ Ych (components) JUIT B,
Hf%ﬂéaa&‘fsﬂﬂ?(sm)%mﬁﬁwm%ﬁww
6. FANSS Tl Sia-Tdsh (Cloud service life cycle) Ui &,
3.1 T3S el Rifeew snfdeamR (Cloud Storage System Architecture):
FASS WSl & U IR fdhdl 8T8 JIZRUdull Ser-car sl & HRUATH Uh UGd 3MTg. IS
T T HIsed (S &1 aeaudvl, Ufadr, fefSan, ddmaem oftr ava Frel) Rae IEedaR (remote
servers) HIoddl Idd, S T3S Il UaIAigi (cloud service providers) FIUT Bl ST, E]}%ﬁ
$CIC IO AT B HHta! S Fg-g! S H& Jdbdl. Sg] ST T IE®, TTSRD
fhaT SIFRTISURTHT FATSS-3MYUIRT YGIAR TAG! BIRA IS Hdl, dgT ot Blsd sex-caeH
THT ST UGRAR DIl Bl Sf1d. BT STl T Ul A3 S-SHMeRT ardfads Hifde ST srad ford
HUT 3P 8IS S Bl AISddld. §gdd HUdihe R Uhal eud e BRY' (server
farms) 3T, S 3 [SHT0fl TaRele SRYdTd.

Back-end :
: Storage :
. E - Private/Public/Hybrid

. Security aspects:
Storage i, - Confidentiality
Controller : - Integrity
: - Availability

AN

INTERNET

Fig.3.1 wII3S e fafen snfdear (Cloud Storage System Architecture)

FATSS TR HA HTY HId?

FATSE LIRSl THTAT AT BT 518 FR@AR bl HIfdd AGRAR 3Adq - e, SCICER
JHAT ST HIEAUITS!, AT HRUARITST 3107 SR HRUTTS! Had .
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1. ST 3AYAS HY (Uploading Data) ! JHT B, S &I Wi, fefgan fdvar siagrcy,
FAT3E dSTRC fobal 3T (31, T SR [hdl SIUSIRT) ATUF SIS HRUAN FHald Hdl. T

2. ST |T8av (Storing Data) THal UAIS edTaR, THAT Blacd HISdT Scl YA I Hedl
SITTd. B el Sl JHa Bacedl 3 Ul dTaTe fE&1uft Sadrd, Soised dTg! [oasd
R 1 R et

3. P@Io! qUTT BIaed T BN (Accessing Your Files From Anywhere) g%t %ad qHa
FAT3S WA AN 3 H&A i, Taale fdhal queiy 3R HIUATE] [SRRIaT JHHAl BIs
JUG HdI. TUd JHATHS ge3-c 3R, AIdd JHeT Blacd gHANIEd qa3 Sdrd!

4. 4. fesgsaaued fie S0 (Syncing  Across Devices) SR TRl JHET WUCIUaR T@TG! BIsd
gaaeht, AR dl TS gH=AT BIHR ¢dld 3USc gld. A Jrel of pael ISl asl graral
eH! TdaH 3 fewd.

5. el gRI&d 390t (Keeping Data Secure) TGS X IXol YaTd GHT BTa el SHIIgH T Ta=TaRA
U] UwehP DHRdTd. il AN 39 sho Rl (3esQuAT) Gatel STaRIdhdl S¥d 30T
3% 0T fg-Hcdh UHTONGRU (two-factor authentication - 2FA) IR ifafvad JRem afdret
Grd.

6. dmarq 3T REe=t (Backups and Redundancy) €T THIGU! TISUARITS!, FSS WaTd JHe
BT RTA] 83T UdTd AT AT 3 [SHIUT ATSadIa. ThT Taaral Bla! el del, JHaT Sel YR
3.

7. hAfaferdt (Scalability) T3S TRSTH! Th Fardd TIF UM dl JHAT TROIIER dTad. JRIal
.

8. AT 3for WgahT (Sharing and Collaboration) T3S TS AR Wls e W3R HI0 Jd
. ! [l UTaq Tahdl fdhal QeI [afRTS ey fdhdl Bhitad Siaid HRUANIS! HET B
I, 3D RICHIH 3HdH B UDhId ] UHd SIRgHCAR BT HRUGT! URATIT GTd.

9. 3TURT YT (Disaster Recovery) qHE Blacd 3 [SHIUN AEaedes, FAES LIRS
g dw e WuH S HRa. FrEasR fyars 3t favar Aafiies Smu<h, gt qHen SeT dresol
T IR RPER B Al

FATSS TR AT eamRd BTae:

1 Shafaferdt -

TBIHI: FA3S TRe R Jgoiyul dIgdquardadt (scale) fe3mgd deledn 3gd. JH=Al TRl
IO, TAH TS ISR TAAU[ - B, Tl GHT! ISl &HAT TgoU! aTed fdhdl HHT B Jahell.
TR AR LRSS 9 e,

AY: IS U Adradhal fewd. TaUR Serdl d6-3aRil (341, 3-HAardid gl are) SIRd
YA | 3adT (over-provisioning) fdaT ST YueaRiamg gTdre .

2. frmraa=iRar -

TPV TERTS 3TH-UARR gTedoR (AR, 818 SRad, Jedihi 3UHRUl, SeT Jexd! S, di,
HIeRT) TR FRO, Tt U B! ST SIS HRUATITSN, Tl FATS S USTeTel JaRep = W faar
U-3-g-7 G U gl

AY: I YRS Yisad! Td (Capital Expenditure - CapEx) ! gl TN ATe TRIAA T
(Operational Expenditure - OpEx) &H! gldl, S IR BT S Hraarat Tareq ey
oG gy fesd.
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3. JRRufafered -

TBIHRUT: FAFSHL WSdadl Sl A Hg-Tel, Hlal, HIUATG! SeIAC-DHAae bhaied]

ATH: TS R FHTH (remote work) JaH Bid, Hiferresea fargraedn Shmameld Tgaord ared Sfr
AT Jradd (business continuity) T gld.

4.3 fewrauun 3nfor REs=At (Data Durability & Redundancy):

TWHIHRU: TGS WCRel Uald Tedl i Sl 3@ Ul di el deRar, aqae 3l
Hrfereretea aie SeT Heae Treadid. gt REs—t gredsR faurs, e sm3eo (RA1fAd Jar
ATY: ST THIGUATET diehT HHT BIdT AT T ATfgdTe S Sudsudl A3 gid.

5. JRT&redr (Security):

THHRT: TN FASS UaTd T YRET SUMTHED HIdAT YAV adu[d HRdTd, SaTd Sel Uh®H
(TATETd SHTIOT fRR M), B3R Fa=l A0 (access controls), 3@ ST0T Y= SHARITUA (IAM),
Tecl-thaer HAfCHRA (MFA), I Aife T 3fir i Set Hexd! Hifdds JRem Tir JHe 3%,
JrHS 3HHal T JRET TR 3[dTd, ST 9gdd Jafadd TRIT IRAg G AT STRd
faRsieprd 3R

ATY: THAT STl SHTIGHd YRR, TRIeR eI SRE0T Hd AT fafqy Ighr=ar Faaigar
(compliance) 3IuTa GAfEd Hd.

3.2 FHIATES 3T e (VDC) 3MfbewR, VDC TR, TR, WIS, Acdfdi, STperd
3for SR @&IFITC@'QF[ a3 3nfor wrae. ( Virtualize Data Centre (VDC) Architecture,
VDC Environment, Server, Storage, Networking, Desktop and Application Virtualization
techniques and benefits):

FTHIIAES Il e (VDC) U FAIS-ATURG URTYd JfAeT (infrastructure) 318, S IRURE
ifdeds SeT Yea S U fban e faaR o, ff e S Sugfen SRreHT (@@, W,
AeafeT) IR T ThA HRd AT AT YA (as a service) WEU YRAd. dI€aTd, VDC
I A Hifdd Ry gae Tad: =1 Ardd e 9 Sadl fdhdl i SRaHTd 7 Hd], §siags
T YIS BT fohaT SqaRATiud SRUar! TRAMFT Gd, SaTHes ddradhd], IThaiaiere! Sfr wd-
HIIGHT .

3.2.1 FHIAATS JeT X (VDC) 3MfbeamR, VDC TIHE-HE (VDC Architecture and
Environment)

VDC TBTa-He TSR Tl TRTER 9UR $ad 3d, S Hifds sréderdr e
. YW UeHiged § JAIAY 3MTed:

1. Hifa® urarya JRAem (Physical Infrastructure): ST YT A IS Hifdd IR,
WIS 3R (storage arrays), Teaih i gTodaR (Ra<h, A3eH) AT YeTadh Trryd g @,
).

2. BHUREISSR AWR (Hypervisor Layer): 81 USRI TMHT 35, STAURATZSR (STl
3 TR AR - VMM 381 WUIdT) 81 T FIRA3R R 318 St A¢ Hifdeh Hegwar
(@3R-ACH BAURATSOR, UHR {) fdar TR Riem=aa R @RS SRIIRATESR, UHR R) ATedl.
dl THr Hifde TeRaR 3 Waa ®gsfd AR (VMs) TaR SHRdl ST sgaRiiiid @,
YD VM d CPU, HHRT 3107 Sak T4 91ey .
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3. wafera FRad qed (Virtual Resource Pools): BRITRATZSR Hifdds TH1eM (@ We, TR, Fead
JSfagY) THA Bl AT AT T e WUH AGR PRl ARG TROJAR AT GRTYA
1Y U3, YD,
4. ATRITY 3T SMTHWRF dGR (Management and Orchestration Layer): 8 R dquf
TS T TaRIUT HRUATS! FMeM A0 Yoed3R USH Hdl. ard ATy
3T
5. FAISS H-ole WehiRl (CMPs): ®3Hd AHYHE! ddg (provisioning), AT SIOT
f&wrgtic Tagaferd (automating) SRUTTA!.

6. Atred3R-fEWIss AeafHr (SDN): Jcad fhaar Umfes R Fufd anfor srawnfid
ELIGIE

7. Aed3R-fEwIss W (SDS): 3idHied SedsRUR WUt TR SgaRITud 3T
ARG HRUGNTST.

8. Aew-Afgd UIed (Self-Service Portal): TS USTATAT AT GXATIRIATT @A TATeA
fa=icht HRugrTS! ST HARMUT HRUAgRIS! SHifaH ARG fhaT IT TRIHHT 3Hdbal §
UG el ST,

3.2.2 WGIFIN@T{H CER UL (Virtualization Techniques and Benefits)

FTHIATIYA § 3 dFFE 3R o VDC @1 U HR. T Wi Tare-miasit dre geerd Wey

(virtual version) TIR B0 JHTAY 31Tg.

1. GgR IR (Server Virtualization):

oF: U STAWRAESR (hypervisor) Hifdd TRaR ATed], SUHeS 3Hd Wad @sd AR (VMs),

ST WAl SToRfET Rifkem anfor sifer=we, ifds I S (CPU, AFRY, 3T TSR

D R[ehdld.

Pd AR (Full Virtualization): SFITRATESR TR OS AT BTEd3RT 3IHRUN (emulates)

Hdl.

URI-FHSAEHIA (Para-virtualization): TRe OS W TRIURARZORE! UG 3¥d, TS IFaH

HRIYERH fAed.

OS-TAIT AR (Pe-d) (OS-level Virtualization - Containers): B¢ OS Hd SR

P, SATHeS g doTd faa e (lighter-weight isolation) fii@d (341, SIdR, RERACH).

th'l'ﬂﬁ':

1. THIYE IR (Resource Utilization): Hifdd TR BTSA3RTT aTUR AU argdd! (3a.
QU% T (0% fdhal ATET 31UD).

2. W9 g9 (Cost Savings): BTSA3R WS, diST AR, HiciT 30T SeT Yo ST HHT HRd.

3. WG a¥dg (Faster Provisioning): 9dM I&x (VMs) faw fdhar seasaiiastt &gl fifeid
g Rl Jdra.

4. gumfed To=A AT (Improved Disaster Recovery): VMs @1 Tgolqul §&3(q ol I,
it Uil (replicate) HRaT Ad TIOT ITTATTAT BTEd3RER TG (restore) HRdT IdTd.

5. ®HI FAfeadr (Reduced Complexity): &R TR JaAH HRd ST "TGX SIS (server
sprawl - 3ATTI® T&X dT6) HH B,

6. faefi®ur (Isolation): Td® VM ¥adH 31, WM Tebl VM HeEfid THRIT SaRiar URUM &hrd
RId.
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2. RS ﬁxﬂﬂﬂ@?ﬁ (Storage Virtualization):
@ § Hifde WRS fSREIT (HDDs, SSDs, SANs, NAS) THhTE, UhHd T3 WSl Jaqed
SIS T FHdl. T I0 o6 ST b RI-uT Ao dl ot fdhal Bhisd RIRSI UM WIeR odl i,
TP -TARNT AT (Block-level virtualization): 7 IS SdIGGT (raw storage blocks)
T HRd (SANs HL FHT=).
BISA-IaR T FHAATASAR (File-level virtualization): wed RIReR T TdHa axd (NAS AL
HTHT).
tb'l'ﬂ%:
1. guTha SaRITIH (Simplified Management): TR SH1EH dbaidpd I
2. GUTRE aTaR (Improved Utilization): TSl &Hdd BRI dTCy, 3HSdhadl WS (stranded
storage) g .
Whafafrd! (Scalability): TaHed 3fAH Wfdw STey Siig TIRS &HdT Ygolqu! dreddl Ud.
4. e fa=fiadr (Data Mobility): 3T@IHRM SISHCISHRIGN (application downtime) SeT
OTTaTeaT XIS fSRTeaaHe] RdidiRd (migrate) Bl .
5. feaf&r (Tiering): IRAR ST Hadr Sl WHAMIIYU g WCIRSIaR S0 HH! TRAR R
PHolcll STl BB, W WIRSIAR .
6. SMTUEPTA YU (Disaster Recovery): el Scl AR&UMRITA! W= (replication) SfoT
HOURITEITET (snapshotting) geiy &
3. Aeafen edSraragiRA (Networking Virtualization):
TF: § Aead Jai (341, Rafd, I3, wrRard, dre dai) sdffed Hifdd Jcdd gTedeRuNT
dS FR. o AlTDd, TR HROGRNG Acddy (3fgRas)) TR &xd, o el Yidd Feahar

w

Idld.
Trred3R-fewg=s Aeafdr (Software-Defined Networking - SDN): Sedds U0l Haidd o,
TS UITHTe® I~ RE Xy Bldl.
Aead BaRT FHIMA™IIIA (Network Functions Virtualization - NFV): TRUTR&T0 JAGT
BISA3R SERIR AT Hedads YaiHl @ SAaTSSl HRd.
tF'I'Cl'a':
1. Igesar MO AT (Agility and Speed): Hifde BTSASR IS ATTRIHAT T, FHed3RER
ACqD DIBTRA B! Heid Saad ST TRAE Bl ST, v,
2. GUTid JR&T (Improved Security): HHI-THCRA (micro-segmentation) &H &Hd,
e afdfd JRIEdTe! Headh YTHE a7 Bl SiTdTd.
3. ®Hl Wd (Reduced Cost): ARSI HIADHIAN STSASRARI Hddiiod HH HRd, AHE
(commodity) BTSARET T T,
4. gUTed sgaRITIA (Simplified Management): =e¢dd YA &
KIEENE]
5. @afIdar (Flexibility): Ay SRR TRe JUf HRUAITS! FH3E Acad] Fgoul TR
3HTIOT PBITR BTl AT
4. STHeTT FHIAATIHRI (Desktop Virtualization):
T: § SWhelu Tea-He 31T SR Ra-T Hifde Farde fSRRUURIT ae &R, Sheld TR
ffen snfr Sffterrera Ser Yexueha Jear aradrd SNfdT aTRed & fafay feeaygas- (PC,

o

Ipd SHRITA 30T
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a%ﬁam%mﬁm (Virtual Desktop Infrastructure - VDI): U RG] W?ﬂiﬁﬁ
T A=A fHresd.

IR AR (RHie S¥heiu Gfgdd - Remote Desktop Services - RDS): 3 dToRdd
THE A T 0S AR YR .

STHeU-3A-3-AfFT (Desktop-as-a-Service - DaaS): VDI =1 GeTgR &3S WaT WU GRad
EIGH

tb'l'ﬂ%:

1. HEipd IGRITY (Centralized Management): S¥heRTd UHT Baid [GHIUNEA HaRITIT el
I, SO Sy, Ui 31for qRafm Jau g1,

2. aftfd & (Enhanced Security): ST 3¢T YeHed g, USUlsc [SREITR ATg!, SHS AT
giTetedT fahdl AT fS RT3 auHe Sel THIGUATT ¢l HH! Bidl.

3. ®igart wfasfiear  (Workforce Mobility): dTR&d  3eide  HHaRMTE  HIUIATR!

4. @9 999 (Cost Savings): T TSURT EGRITT MY deq IHd (BRY 76T ST e
Hexqed gId) ST IT UIE gaH .

5. SIdG av4g (Rapid Provisioning): 741 S¥e o Tdi- SHATATNTS! fdhal dqRel SHaraTe]
a1 fEw@irg (@) & §ss Y.

5. Wﬁﬁiﬁ\?’lﬂmﬁm (Application Virtualization):

@ © SffwiprHar sfdHfed SffRfe Rien onftT FEISRURE @ HRd. SheE Faric
feRTSTR URUIRSHYUI Tl 7 AT TehT dTeadT ATdlarUNd ("dad” fdar "dhe=R") arerd.

T (Streaming): SWHRAD gedh TROTHR el faald dd Srdrd.

fa@fi®=T (Isolation): SRIHRM Wd: =T XesH TRA-HecHS TTed, SIS IR BRI fdhal
0S isad T9Y (conflicts) eTd SITdTd.

tF'I'Cl'a':

1. gutfa dufefaferd (Improved Compatibility): SfRieR=EAT (fARva: ST St =)
o siforfeT RifeHaR fohar uy HRum=aT SitedsRuled Arauar! RAT Gd.

2. gutiea fewirase SfoT sgawITa= (Simplified Deployment and Management): Sf@ih==
o TRIR fSw@ia Sfir fuse sl SIdrd, S Td® [SREaR el HRUIME! TR
BIFEINGH

3. oI Fud (Reduced Conflicts): STHRI-T UHHBIURET STIOT o OS URE 37T HRd, ST
"DLL hell" fhar sar Tud eresd AN,

4. aftfa JR&T (Enhanced Security): 3B R-T Heaiad draledT ATATARUNT ATedTd, ST ATt
B RifeHeR aRomy sruarh fhar AeasR vaRauard emdr gaifed gia.

5. SdG YT (Faster Access): AR« Ul IREIARMRIEN STRIGI @ild SR e
QehdId.

6. Uiefaferdl (Portability): S@IHR avaTTe dade fe@EaqaR fhal ¥er IIPReaTaRAd
Tqgouul gaadl ddId.

YIS, a1 fafdy B SR dHige ¥el e VDC bR, IRIFT Tdh 3fdd darad
(flexible), Thaiad (scalabale) 30T HTIEM (efficient) IT URATHT JfAUT UG HRd, ST IGAT TGS
ARTURT AT 5 U3, bd ST 3Hdhal HIATHS T (operational costs) HH BHRd, T IRET
(security) 3707 Aafaahdl (resilience) ﬁ?ﬂ?ﬁ.
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3.3 FOT3S BI5® RIS (Cloud File Systems) :

fqdikd wISe UUMS! (Distributed file systems) 3f&d AG@rAT 3Med. TS BIgo RReH (GFS) ST
ggu faalkd wige Ried (HDFS) 8 art & S0 JaTex! 3HTed.

3.3.1.70T9 wIgd R (GFS) : 9w, AR, wrag 3nfor @1 (Google File System (GFS)
:Components, Features, Advantages and Disadvantages)

GFS TTe ST JaigR (ST Bt aF h1TeT SHATIOT SIhHTUIDT - indexing) AT grom=ar Hia1 v
ST YIEAUaIITat 3M1fOT Ufshar HRUTMTS! AT i TRl guf SHruarre! f[asfid &a gid. o Jiaa
thTscFﬂ, Eﬁﬁm dld (streaming reads) 3T Sreuft (appends) Trat %%ﬂ's’:f Had 3‘IT%, S W9 qrE
BTSJBRR =T,

GFS 94 Uch (Components of GFS):

1. GFS AReX I&X (AR ATS):

THd AR IR ol Jd BIRd ffed Aersel (metadata) STTRATIT SR Y (Saes! T 1, Wwisd
q19), IR Herd Hifdl, Bracl IRl 79 S0 311 JoR YT RIF oddl.gd Hersel
(Heartbeat messages) & RUd FR1eor ®rugmrat for e sl (chunk leases) STaRITUd
HIUGTS! TdTe Il Td Aelsel Jedigrel Uh SRR AT IRGd], S Y ea=iadardt (fault
tolerance) Ufdddiard (replicated) dall SITdl.

2. GFS 9% @} (Sl AIgH):3M® IR of dRddd Hed Sl AIeadrd. bised Midd HHRAT
FRgAed fAURTARIT 3MaTd, IHId: &% MB 1. Udd Il 3 SNTide WRIaR ffgad &¥-fac
gSdgR (handle) Felt ST TeeR § T e RS femar Fafid forey wisw WU Jreddrd
d ACTSTT Iddd Agld, IR didihelid Yiaddd do HREId hadadld. HRe g Yol fHesTed
a1 UT TS AT/ (read/write) STIRRIIHTAT GRAT.

3. GFS TcH: GFS eyl Hdle Y SMRib-aqel foid dhocdn skl Acreel
&rrqifmfwﬁr(sa dohd RIF YW GReRAT HaTg Jredid.sel dra-/ae HRR-ardt 9e ddb
e ORI HaTe JTeT.

GFS Tt afdreed (Features of GFS):

1. HISAT WIsewTal PSR (Large File Optimization): @8M Wiscaudst Hiadl
HISITS! ([Abs! MB I TBs) DA Had.

2. SIY gga=itear (Fault Tolerance): SeT I@HTAER (data replication) 3= fayg=iadr ura
Hd, YHFd: TS dHT dF Ut v Th Jedd? Jréad. Ared! fydt Tdta
gfdpdidd (replicated) 319d.

3. 3= Yge (High Throughput): dafadd SRS HH AR (latency) 3= R

4. UHel forgt, sMdar aral/3M®el SIST AIsd (Write-Once, Read-Many/Append-Many
Model): 1T WIERT are 30T it Seufiaét (sequential appends) HTPHATSSS, A=l
AW (random writes) HTHEH THdTd.

5. U ¥PIS ISUNt (Atomic Record Appends): 3 FRicHT UhTd a@ ThHd BlsaHed Sl
SISUGTE WA gd, IR YD SISt AT (atomicity) AT .

6. HWURITEH (Snapshots): BIacy fdhar fEvaed! drar FHHt fohHdi=an, drahia Ut (copies) TR
HROI T <.

7. YHERT (Checksums): aTHLA ST gi¥adr (data corruption) NHYTITTS! THaRT ATOR.
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GFS d BTae (Advantages of GFS):

1. Tpafaferd! (Scalability): ORI IR ARAA ST Uedrscy Serudd Thd gid b,

2. I SUASdT (High Availability): XIHRHeS 3 T AR HaTH! STdl aRi Sl SleiRiad
gL,

3. fPwrRIaiR (Cost-Effective): T AMHHI TS d3RAR ATeld.

4. fayeiraar (Reliability): SRTYT QN g-TRiddm =0 il faarsine Wdaferd gufewt,

5. JUTRT FRIe Alad (Simplified Client Model): FTde ST < 9 YU Hale ATedrd,
TS AR HR FHH! gl

GFSddie (Disadvantages of GFS):

1. Udd g fag (|ARER) (Single Point of Failure - Master): SRI ATRERd! R Ulcidpdipd
3RTC XY, PIolgad TR 7 Hedy Uhd AR A8 HSUBT (bottleneck) farar 7R
UG foig & Fbhl.

2. dgM Wl'éﬁqﬂ'l?ﬁ WRTd Wﬂﬂ"«‘ﬁ (Poor Performance for Small Files): Hiodl IdHdT MHR
(&¥MB) 31O HeTSel SRS 3iegRes (overhead) 3 A8 Blscd SIAIBUITNIG! d
SfepTHEH Tad.

3.3.2 g8V faafvd wisa Rifew (HDFS):: s1ddle, SafRiT snfor Y@= g |3, ke
3(TfoT water (Hadoop Distributed File System (HDFS): :Terminologies like Heartbeat, Balancing and
Replication, Features and Limitations) :

a. HDFS Asha T (Terminologies in HDFS):

1. gICIT (Heartbeat):

HHHT: STT 1154 (DataNodes) 78 ST (NameNode) d@1de3 GIEdle AT AgM HoRT Udadd.
JERM: § Hom H fdd onfr 3w oM 3R R ®UH &M &AM, SR -4 Aledr Tl [i¥a
FHIATGENTS! STl AedhgA glesic HaTdl Al aR df el Are FHHmH! e o[ Aral 3foT e ga
(dead) UM fogifdhd HRa). Y MYTIRITST (fault detection) ¥ AEWR 3R,

2. @A (Balancing):

THAT: HDFS o7 Iex FerexdHid 9d el AlguHe SeT salay 3ffir 1/0 e TH JdiA faalka
ERUKIEIS

JEIT: HIARM, Sl A8 AISul/Heu fdhar [aRy ghare Ueige Sei faaRur $/EF g3 e,
HDFS da-R gfeferdt (fhar Tadafera daf=iv JAuM) FeieAe) JaH $% W aR gMAigd
DHRUGIHIS! ST AIGH IR Sl RN Bd. § "8Ic WicH" (JHITHRA AIgH) Cresd 3f0T Thur
PRIYGRH AR Hd.

3 IR (Replication):

BT HDFS Ud® Sl sldhadl 3Hd Udl (fWTehT) dTave Sel AIgHer A6d ey Tg-=iadr
(fault tolerance) 30T 3= ITAIAT (high availability) U Hd. fShice IRIHH haex 3 3R
JERM: SR TEIEI Sl Ae Mo 1, TR TM RS daldd el IR AR Sl AIgIaid i
ARIBTAYT ST U SR TH IS gRacied] QBT (BICaIcHgIR) TN S0 3fasd IWThH
Baer IUarId BRGNS AR SeT AR 7d1 T qaR HRuard! Uiehdl & Hdl. HDFS ¥&-
TR SUGRURGA (rack-level failures) TREUT HRUATTS! (Xeb 3HATRAY) ATIHT AT IHHL
13U Ud .

b. HDFS ot 3fRsed (Features of HDFS):

1. faafea RS (Distributed Storage): S¢T 3 AXMHAL Aodd], ST TdS Whafaiae!
(scalability) =/ gld.

Maharashtra State Board of Technical Education 25



Cloud Computing-315325 FATSHS BIET-315325

2. &Y TgaRiadT (Fault Tolerance): Scl JWIHTAGR (data replication) UTa Bid. Sl Al
(DataNode) ! STearTs! ST IUds g,

3. ¥ YYe (High Throughput): AiddT ScRicT= &9 WRARFME sifvHss, Jufdas
TR HHT TITUET (latency) S ST TRIHR GRI-T UTHT=T <.

4. WYSAT WISA BTSN (Large File Handling): frTaEed o RIagcquddeanr B
PRI ST ST e, BIs Hisdl salqqHe (Shiee 3R¢MB a1 UsEMB)
ICERIISIRIGH

5. YT gTSA3RaR dTad (Runs on Commodity Hardware): dgul 3Ucisd, ¥a¥d BTSA3REN
IR HE&A [HHITRIR SRS fSSe Had, e [Nars M 3Med 3 Teid 4.

6. Selddfad! (Data Locality): STTAl HECRFdHS gaauaidsit, HCRAAN Scldhs gaqudra!
T Y& - MapReduce) HDFS TR ¢d, SAMes eadal g1 HHT BId.

7. T a1 (@™ (Streaming Data Access): Thal faTgl, 3Hdal ardl ay Ye—dra!

8. BT (Checksumming): A& @AM GOl (corruption) XMUTATST St SRESdl
AU,

c. HDFS =T Hafer (Limitations of HDFS):

1. wHl-de—=ft 3eT R (Low-Latency Data Access): dufadd IHIgH fhdl d8M HIseadTd!
FH-TeT RN (P ard) Hagd el Wl g A1gl, RO o [l
WISl D Wo-Iard! AMPHES 3MTe.

2. e WIsd JHRT (Small File Problem): AIcAT W Te WIS WodUl SHREH 8.
UAS BIeddl, BRI Ual 9 &R, 71 Areed AR i sl THR AT Aerser G
STIRGH AT 3, SIS 1 AISaR SIRd WA aTaR BIdl AT 1/0 TR Shried gidd
(3 Hia).

3. T =¥ AIS (Single NameNode - in older versions): BfdeiRigesean, 90 s 9T Uhd
fig 811, SRt TdH Mg 3= IUASIT (High Availability - HA) 3flfdbeaeryg (34l
Sffdeeg /AL S A1 1Y, S AIgd) ATaR IUTTATSIT HRUITd 3TelT HTE.

4. Uer forgt, 3Pl arET Hisd (Write-Once, Read-Many Model): SISUitre! dafeed S
T, A o PR TRfS® aeNIe! f$3gH dad e Byt deaiare! JrHad:
Iqul wrsd TT fafeol fdhar sraes Sieult S{fuR== aTuRol Ta=ad 3.

5. WSk POSIX 3FUTA (Strict POSIX Compliance): HDFS POSIX A e QUiUo! UTeid HRd
T8, S SIH T fARSd: Jesd =rd | 2.

GFS 301 HDFS g1 fadiRd TiRerear & e¥eiHId shidieRd gid, it g fo Ser urfdi
3TIOT FATS S RSl UTTHMINTS! (paradigms) UTIT TTAAT. GFS € TFTerd! fciid JoTa Mgl SRTai ael,
HDFS AT JHIUMGR S kel 30T MRS Siiu9-9 A §1dl, ST SRTHRI TS 3 foT
ST IR e e,

3.4 TGT YSTdT 3T aTR®d, BSICS FATSS DIl IR (SATfheaaR): e ST @
TVIHTT (Service Provider and users, An architecture of federated Cloud computing: Model
and It's Explanation):

FI3S WERM (Cloud Federation), SATel Hhec e &3S (Federated Cloud) 38! WU, UM
AT TRoT YT HRUGTITS! 3 SR (external) SATTOT 3T (internal) TGS ST Tare drt
(deployment) ST HGRITIH E-W ol Udh GETI@U FAR3S YuTet S{I% SIEEISEHIl (private), HHald
(community) 30T FESIA® (public) FASGIAT WhAad BT WehHHAE THHd Hd. heics
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FISS Tl FASS UGTAAT FAT3S dIdIaR Nl Uhl JTHR HHGET (common standard) dTOR

B SISUN e dIR bl il

CLOUD COORDINATCOR
Storage Cloud

PLDW

_______
-

l‘ ~
,* | DIRECTORY *,
. Negotiation '-' ]
—> g"—h\ BANK !
Il \ ’
Tl . AUCTIONEER| . —

USER CLOUD BROKER t.. -

Compute Cloud

Storage Cloud

CLOUD EXCHANGE

CLOUD COORDINATOR

Compute Cloud

Fig.3.2 T3S WS (Cloud Federation)

1. TS TEIEW (Cloud Exchange): T3S TS all3s HIsfisex 31 T3S Sid
TiTd R (mediator) TUH H . FASS SIHIAT AR KIS S TSGR i3S
Dl3ifere Raded Iuasy JaiT Jdaed] STAMd. T3S Tadolds Tedr! fhaa, Anmofia
T 3107 IUT FASS Yard i Aig S ST 81 Wifgelt Farss disiifetexgR @it
gUTRd ol .

2. T3S HI3HITEeR (Cloud Coordinator): FAT3E IS e g ARG (remote USers)
AT ARTOIER Yol oaaaR Ul FASS Sdbdid il shiscHar UG Farssdl
IAGIY 91T Bl FA3S TeRUTSo U i Yaa HISS dhelargR (cloud controller)
HIRUT Bl ST,

3. FA8S TP (Cloud Broker): F3S IR FSS Pl3iTo-cxR Hdlg WIEd!, FASS
TR 3D FIIS Tl & dbaiedl Hal-WR HRR (Service-level agreement) 30T

1. Fe¥es T3S AR (Properties of Federated Cloud):

1. E¥Cs TASSHE, ARG HbedaR Hard (centrally) fohar fadaidd (decentralized)
UGd HdIg 1Y b, Had Adiard, aTiRdbdl e S TR qoRft HRugrmét
DB Hare M. f[adbdipd dag aRGAT hexxmHdd FasguRn U¢ Hare Tt
AT &,

2. HeCs A3 aYAS 30T TR-caTaaiies 312 fafay &5Ted (niches) IR 113> e,

3. heXcs aassdl feffaferd! (EXIHMdN) ARSI Heics AR 3Hdb FASSud]
g (organization) THSE HUGN HGd HRd.

P
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4. HEICE FASSY G UHR AT (FRIE0N) dhel ST, Wb, MaaS [\ 3isT 3f Jfagw)
32 AR UeH HRA St ARG HRR FHoledl Jdren AFNGT 0O Aed dRd. Wied
AR Bheics TSl c@HTd HRUAN Had Hd.

5. ThexRFHY YgUTT BTN UGTd A<l 3Ty UahT dhald gedhIa (central entity) TR HrdTd.
IORET fhHd! TS ST TR URaTfad HRUGTITS! 1 et el Tare are.

6. TRTYA JfAeT (infrastructure), TIFCASR 30T WCHIHAREAT HIBICT 9% hexcs wiSSHE
IR ST degT T ST SfTd AT,

2. heIcs FSSY BIae (Benefits of Federated Cloud):
Sordl IR HHT .
faygadr aread.
=it Whafaferdige (dynamic scalability) Uariar des SfoT @ &4t gal.
ST TRIR fafdy Farss JdT YSIHT shied. Uald ANUIER JdT WRdl 3oy fasw! s
Rlahdld.

5. T Tl Wbl (scaling up) W& .
3.5 94T &R PR (Service Level Agreement (SLA)):
3.5.1 SLA FGRIUT: SLA AR Y T SN &I HGg™dl (Feasibility), 3HH-SIfET (On
Boarding), M-ulsRM (Pre-production), TSR (Production) 3101 AT (Termination)
TqT TR TRR (Service Level Agreement - SLA) SdRITY E?f Udh IIEW ufehar 311% STt 94T Uerdl
(service provider) 30T T8 (customer) WWWWWWWWW
é}f Udh Hdd AIGURT Sig-dsh (continuous lifecycle) Gﬂfv’ Qﬁaﬁﬂ UcHl :ﬂﬁ STd gleTaret
(negotiation), SHGFSgult (implementation), e (monitoring) 3for 3ifdH THIE (termination)
fobal TARUT (renewal) TieT THGRT SR, JR! aildg boS Urd TW—dgd (Feasibility), 3-
ST (On-Boarding), W-UlsaRH (Pre-production), TSR (Production) STIOT AT (Termination)—
T SHa-TeehTd TaRITI FRUANTS! Teh WRad DD UM dxard, [a=vd: Fo8e HfcT deuid o
3{f¥eh IUGd BT
1. gagrddr T (Feasibility Phase):
B IR, AVl (exploratory) T 31Tg, fT2 TaT UaTdT 311f0T e Greg! TRdTiad Yad! agridl
(viability) 30T FHTH SLA o Hedieh- HRdla.
IfET: a1 UeTar UewH =l TRell aRAad4Iqul Juf de idbdl &1 AT el U&id! difis, HRfdas
3{1oT Snfiresedn d A 3 &1, § Mfdd o,
Pl (Activities):

1. ATARGEHT MBT BV (Requirements Gathering): AEH T aT TR WY TR
PRI, A HRIYGRA Bfea (I3l HUCRH, UG 9, Yge), YR& HTaRIdwdl, Scrl Harg
(data residency), O ar 30T STt TAUTEI (disaster recovery) 3fED T THGRT 3R,

2. WW (Technical Assessment) T YA ATeaT TearaT Uraryd JfauT, Jred Sfor
&I Gedidhd dal B T TG HA MAFHAHT T & THdrd PI. AT Wharaiere],
FHufefaferct Sfir sMaxad I HIVATE! HHTASRId Heih- JHIGY 3G

3. e sgagrlar (Financial Feasibility): Ge! Uef WaredT URUMAR faRawur #ard. verar
TALIH TATeH SATOT g1 feeiean Ta1 wRiar St fhaa Ffdd exdl, R We® T ren
Folc 3107 SOfEd HeaTIaR 318 1 AT Hed i P,

4. SIEW e (Risk Assessment): U tidhs (@iHA®, HRATED, JR&f, SIIATTH) SHiesar of
SLA 3P U1 HRUGMN SHSYST U ehdld.

Hwn =
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5. WRIH® HIR (Preliminary Agreement): SR SIdgR 3[d, dR Il AT 30T FHTed Jal
TR S-TRIT JHS RITMUT FHeit offd, Sit SiTaTies arerarelan SR .
gfRumd (Outcome): TEHTT Je =TT &1 ATg! JTae.erdl (g ST SLA Ael S THIAy 3R™d art
Y HHSI.
2. 3T9-9fET TwWr (On-Boarding Phase):
Tdhal Ideridl RITUT STl 0T TRING IRR ST DI, S-S CWHTd AEHIT SRIHRH fdhar
Hadl! TeTTe WehIHaR URIYE TS S0 ThAThHRUT ATaR &l dfsd bl SiTd.
IfEP: U Y HeTTeT ATdTaRUNd T HehHUT HROT T TaYd HRIH d YRS SRR
SRIERETUN
Pl (Activities):
1. WcWBIH PHIRBIRIA (Platform Configuration): TdT Uerdr=l dSS fhalr el Jear
IS YT AT, Wet SATIOT ATaraRor YT HRul,
2. SifRrepe fSwrade/=iaiar (Application Deployment/Migration): g e Si@Ih R, Sl
3qaifa HISUN (dependency setup) TTeT THTART SR Adhvll.
3. WRIYS A/t (Initial Testing): Tdl- ATATGRUT @B R AR ATeId AT WET HROIRITS!

AYd HTATHS a0l HR.
4. WA "iguft (Monitoring Setup): URMY® HRIVERM 0T TLT TR b HRUMNTR]
TIHERAT F1eA 3M1OT 3eE HIBTR B,

5. G¥AUGSI®RUT (Documentation): o AUl yawr ufssar 3nfor URMY® Hrfas AnleRls

6. M TR (Knowledge Transfer): =Tdl daTdiaRur o JaiRit &4 Hdiq A Aagd
DTN CIHAT (A1 3eT™) UiRI&r <ol

gfRUmA (Outcome): 3MRIGTH fHar JaT USTATT GWichIHaR HIAN-d 38, e HoR Irauitarst
daR.

3. Wi-WISaRM EWr (Pre-production Phase):

g1 TWl IdTgH HiguiR (production setup) STaed1 AT AT dT=ufl ATATGRUMG (test environment)
STfeerh = SO IR SLA =01 R arault 3for yaofieumarst gafid o

SfeE: a1 YT G Bvargdl (going live) ade o URRRIdHE ggwd e SLA IR
I JUf & Jhd § THIOT B,

Pl (Activities):

1. HAUSRIA "=l (Performance Testing): fafdy TR ARt <fhes 0T ST ArswT
TP HH P IRd § MUIRd HRUGNST Als ¢ReT (Load testing), Ied SRET (stress
testing) SATOT Xbaifaerel ¢feT (scalability testing) HXOI. § 318U (bottlenecks) 3Mes@UaR
3MOT wrfvee 3P (I, ufawe a9, Y4e) guf Feit oirss Wdhdld &1 | T HRUgN Hed
P,

2. R =Tt (Security Testing): IR&T I WHTAT 3T 3Nf0T Fame STaRae®HdT Ui HRdTd
It @t HRUGNATST Wadh dreoft (penetration testing), 3RIR&T Wb 1T (vulnerability scanning)
3TFO 3{gUTer qUrIuaT (compliance checks) R0,

3. 3TURN qAuTwdt (DR) ATEoft (Disaster Recovery (DR) Testing): S 310, GuTwiT 30T hasfiagR
AU THTIAT TUTRITATST SOOI S0 HR01 (34l &R 33eoly, Hedd add). §
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v 9% 3fEP (Recovery Time Objectives - RTO) SATfOT uT fig 3P (Recovery Point
Objectives - RPO) THIUM &xdl.

4. |AT WX AT YROM (Service Level Monitoring Refinement): SLA Afca 3—&HUUN
DHER HIUGNITS! AT FTE ST SXEIGad BTg-cg[-71 B,
5. U 3MfoT TS (Feedback and Adjustments): TTEUNGREM 3fiesded] Iaed
SLA T¥IUas GuTRd fdvar g1 areTerd! dhdl 9 b,
RO (Outcome): ITEH-TERT aTATEaRUNd SLA Yo axuard suelt emfar S=ifqomt guigor areoht
el SATOT STOTe T
4. UTSa=I €W (Production Phase):
81 3¢ HINad <Wl g ford T Aeere Sifar-aRebdigR Aihauul aruRal Sfid ST SLA
ST A 3Rl 3107 T Al FHaRITI Dl SiTdl.
Ife: TgHd JTeicdl SLA TR YTl U Bl IO Hdd STPHRSIRH, HIHCRIT 11 0w A1
BSRIECETUN
Pl (Activities):
1. < IAGT faa0T (Live Service Delivery): 3TRIhRM fdrar Tar quiuur srff-ad 3@ Sfor sifa-
ARG JaT I 3MTR,
2. gdd HIHEAT (Continuous Monitoring): Td U@ SLA AfCHRT (3(UCTgH, HRIUGRH, I a3,
YR&T ) IR -dosd HIHTRAT.

3. "eHAT UARITY (Incident Management): GRUTT Ufddre S0 fARIHRUN dSTHR HIvTE!

a1 g fdhaT S3coiad aikd My, g 3for fARTeur,

4. U HARITY (Problem Management): HIdSITd e e STBUARITST IRAR GSUMAT ge-d

ot HRUT [ILATUT.

5. @ Sda¥ITI (Change Management): SLA a3id URUMY HH! HRUGRITS! daT fdvar urmyd

glaytaehd vd dqd FUfd Tgd awTiid $HRul.

6. 3IEATA U (Reporting): SLA 3fEF 3HUTe GRIGUIR HRAUGR S@aTd Faftauu 7R &R,

S AEHTAEd SR el ST,

7. YRIGAIHT §PT (Review Meetings): TETdT 301 UTEeh ATeATd HIAVGRIH, THRITER g {01
RO (Outcome): TEHT T SLA WRiTedned a2 Araeqyqu! fadRur, uReRle srgare i afsa
HIRITIE.

5. JUTGI! €W (Termination Phase):
1 Wl Ja1 PRR JUeUTR Adl, 7Y o BIRTE Had JUeUTHe, TIebRul 7 Hedros fohal Taeh
HUgeaTges 3.
IfEP: ST FxaiaRl, TATY S1-UfgSIT (resource de-provisioning) 3T sifaw e drem arrg
T gl SHTO1 TafRyd JHT AT HRol.
Pl (Activities):
1. =AT (Notification): HRRTAT SHCITIR, HIUATG! GATER HIR JHTE HRUGTE fdvar a1 ol
T HROGTET =TS .
2. ST RIATAR/8TIaRUT (Data Migration/Transfer): UTemId ATET ST AT QIR Ta
JIATaRUNd RYATART HRUAN (] 3RIT) fbar URUMTIR Sl YRIGTU0 gequary Had HRul.
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3. 9Ty S-MI@ET (Resource De-provisioning): STl WehIHAR UTEHIAT JadTa!
U SRTad T4 W1 (VMSs, TR, Sedd HI-bIRR) d1ey IE HR01 3101 fAfesg e,
4. 3ifaw fafew snfor deade (Final Billing and Settlement): 3ifdd SARGIITaR Ufdhar HIUl,
5. URe-HicH fazauur @fes® wq RIPRY Fad) (Post-Mortem Analysis - Optional but
Recommended): Hfa®Tdid HRR fdhar dar faaRomdia YURUMEd! Rided ¢s 3for e
3T UcquarIat SLA a1 Aquf Sitaqashrd TARIgare- &,
6. BRAN® FHATGT (Contractual Closure): HIRTT SNTTRG FHTC, Glgl UaiT Id HICRIR
3T HRING TSTEarAT Yol dherd! W v,
RO (Outcome): TaT Hsieiar guf 3T Tare sid, Samed Td ST YRIGATU! gTaTesar Sidl 3for
3 arefta fARTHR B,
U TW SLA SHaRIUANIE Ueh AU ThHdeh (2A1ehe) el $Rdld, ST Jal Uald 3T Argeh
SIS TF 3UeT SRIdTd AT i WUl SiiaTashld dal Ua HRUgRIa! 11 aoRuare! Uk
TR ufehar e,
3.5.2 SLA ° W&R: (Types of SLA )UTITYd FfAUT SLA (Infrastructure SLA) 3T Sff>H=
SLA (Application SLA)
JaT TR FIR (Service Level Agreements - SLAs) 8 JaT UeTdT 30T g Trardial Siu=niRes R
ST, S UG HRIGATA Had! UTdes! URHTNG SHRdId. 1T Jair deHid, faRiva: wrss dufeme,
SLASs 8T d HdaT IV YAl HegR HrdTd ATaR SR didd ol SiTS, [dhdId: Sdf-iigd Trryd
gfaeT (underlying infrastructure) fdhdT ATaR DTN MRIHR.
1. URITYA JFfaT SLA (Infrastructure SLA - I-SLA):
TS URTYd gAYl SLA IdT UeldM UM Hoel IT JaiaRonal Jayd gehial sriuesH
(performance), IUARAT (availability) 30T fayrRIEdaR (reliability) d&f diad L. ITd AHRI:
STCAH I YR UK 3fdfied BredsR, Hedd 3T FHSRYIRE aad (virtualization layers)
FHIIY ST,
YTd BT JHTFAY 3 (What it covers):
1. e (FR/VMs): TH@ T fhar Wifds Fear 3uerzd, CPU Iudsd], AFRt
HRIYGE.
2. TR (Storage): TR Flegrd! Uasd], Ufd Ydhg $1Y/3AT3TYC AU (I0PS), €S
At (latency), ScT CHTSUUN (IaT. AWS S3 HRBAT Siisoide WRSTHTST R RR]]R]R]’%),
3101 ST THIau Ufdee (data loss prevention).
3. AeafH (Networking): edd 3UeTzH, SSfAgyT g, UeRNer M fhdl Sex-caild Jedd
e, Sfor Uobe &g o}
4. ifa® a1 Fex (Physical Data Center): UTaR I, HieiT, e JR&M.
5. ERIURATASR (Hypervisor): BRI TR HRAUGRH 0T FRRET.
6. UTRIT 3MfOT S@HTE (Patching and Maintenance): GHTA fd 8! 0T Taasia URUMHTSTEdT
gl
ATHTIG: JHTAY AIERT (Metrics typically included):
SUCTSH/SUARAT cFhaR] (Uptime/Availability Percentage): 3al. VM 131 R._8% 3{UCIZH
(UTS! Uit I8 SIRciid oI AR ¢.\9§ I Sr3ersH).
e (Latency): Fead UfadTg 9 (IaT. woms T 31Td).
YYe (Throughput): TR fhar Aecadhurdl SeT TR X (33T, RSS! Yoo MBY/S).
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IOPS (Input/output operations per second): TR Ufd hg $7gc/3HM3cYC SHURR (34,
0,000 |OPS).
T gIvamaTdl AFUIRT IR 46 (Mean Time To Recover - MTTR): fSareMaR It
TR HRUGRITS! ARTUIRT IR 9,
fearsiadia TR 9% (Mean Time Between Failures - MTBF): YUITei=T 3iTyd foersiagia
3fqTford de.
PV YTHG: WS HRd/BTs6 od (Who typically provides/cares): dAT3S UMY JfaeT Tard
(AWS, Azure, Google Cloud Platform R® laaS Wald) UraTyd Jfdem SLA UM ddld. dgdrd IT
SRR 1Y YA a1 SLA i Haifdd 3ydra.
IIEUT (Example): "FAT3S TSIl ¥4 Uifegor draied] @ogsrd ARIT-IHTaT /. U% HIRT® SuergHat
B <" fhaT RS e 2oms U&fT SRd Haied] de-uag fBH §,000 IOPS UM HRdld."
2. TRIHRA SLAApplication SLA (A-SLA):
TH @B SLA SifdH-arReafer srgyaden fafy ditedsr sftdsem fdvar Sd=r Us-g-ts
PRIER 30T IUARIdaR Tef Hfed B, SRIBI TR B Hugrret i @ Iy geu
UG HRUGNS! HaAH 3Rcied] 9d gehidl aid YHIOY Bidl, hdw 3id-ied Urryd Jfaui=r
Uaildrs S,
YTd BT JHTAY 3 (What it covers):
1. SifRIBIA IUTAsAT (Application Availability): SIHIH Wa: ARIaa U HRATHD
318 BT (3T, daNTSC Ugrauarg 3MTg, A B dHRd 3Te). aTd Urrd gfauiar suersd
2. Ufa¥Tg 9% (Response Time): STRIGRM aTOR&d! SexaR=T fahd dadR Ufawre <d (3<T.
390Gl <'S BIUAIIST ARTUIRT o5, SHAER Uichdl HRUITST ARTUNRT 9e3).
3. ISR URRA! & (Transaction Success Rate): IR TIRAINET Yol Sreied SagRI!
THDHAR].
4. FE R (Error Rates): SRAGI-TRIG FI fha1 Sl Tt fdbar cqdary.
5. afRrsea Srdermar (Feature Functionality): fafR1y S ARkl sOaTIR H1f Hrdid
Il g,
6. SeT 3RESdT (Data Integrity): 3B I-H SeT 3 S g¥d GIUTR ATg! are g4,
7. &9 WRIRAT gufar (Batch Processing Completion): ¥6USS Siieadrd, d fAfEy dosd gof
gIdte Tt g4,
8. guI¢ ufadre/ARTHRur a8  (Support Response/Resolution Times): 3G RH=T
ATHTIG: JHTAY AITRT (Metrics typically included):
o Jifon-aTuR®dal ufawre a4 (End-user Response Time): 3aT. "AMH UST Q4% IBT R Jdbard
o TJAER AT a5 (Transaction Processing Time): 3al. "3ATER URIRIT wooms Hed JUf gldl."
e FE S (Error Rate): 3T "0.8% &l HH! TP HTGRIYS ! HAT0 gRa.”
o SIfRABT USTSH (Application Uptime): 3aT. "ad RIHIA R.R% I3 IUA 3" (@
o T Pid NSNERIA &3 (First Call Resolution Rate): 3G RN Wefid Ted JrAMTST.
o PV HHRIG: WM Hd/BI56il Od (Who typically provides/cares): 81 SLA I
e d3R-31-3- g (SaaS) USIATgR (3<T. Salesforce, Zoom) fasar siavid IT RIHTTIER (®R
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q sffcrh e fawRa sifor uaRIfid wvd 3Rl e ATgaTe aTR&G AT U e Sidl.
SifaH-aTRed 31 saraaIRies YRS (business stakeholders) a1 SLA Al Taifdie WRI
Qrgdadid.
IETERT (Example): "S-PHIAYH WChIH ’R.(% T I G- TEH 3ileak Uichdl da.” fdhar "ugsd
YT Agaqul SRR TG { AT 3HTd Ui™g g3d.”
3.5.3. SLA 9 Sfia=asb (Life cycle of SLA): SRR HRSAT (Contract Definition), BT SATIOT 20
(Publishing and Discovery), greTard) (Negotiation), Hrifad HI0 (Operationalization) 3rfor
@HTHTH B0 (De-commissioning):
TqT TR PR (Service Level Agreement - SLA) Sia-aeh T Uardl 3101 ATedh Jieardia STl
PR TIR HRO), TG HR0T 10T JHT B0 I1d JHTIY 3G [Afde < (stages) UM . §
SiiaTass JMARad HRd &1 a1 fUET WPT0 U HRAT S, BTG (performance) ATACH
e B0 Sd 3ftT Wyl Hreatia ddeie TaRmT o o,

Contract Definition
Publishing and

Fig.3.3: SLA o Sfia=ds (Life cycle of SLA)
1. PR FT>AT W (Contract Definition Phase):
B URTYd < 318 1Y AT STa=adhdl 3fiesded] Sidrd 3101 Jad a9 7 31ét aod fo=amit defia
PRIVERH Trae e TR FYaT (draft) TR Bt ST,
IfET: DIl Ja1 IS Halt Ssd, AR Toraxd H1a 3R ST gl Ueie Saearl $g SRida
& YUl AiSU.
Pl (Activities):

1. ATIRGH T MeST BV (Requirements Gathering): TEH I AHIRASG TR, HIAUSA
S{UET (3T, S(UCTSH, UfHTa des, YR&M, SJUre TRGll) 30T Hdhg TR el fafiy
ARk Wy wl.

2. a1 sl fAfda $I01 (Service Scoping): TaT YT d &3 HRd SrcIedT Y= S HATGT
GRYTYT FHRal, 10 BT FHIAY 31T 3707 B ATe! AT JHTART S,

3. Afe 3fi@ul (Metric Identification): TaT TTaRIT HISTUATTA! ATORT SITUMR YW HRAUGRH
&2 (KPIs) 3nfor Afee (3. 3MUerzH cohdR], aER IRRG! @), JUId Ufawre dw)
GRHIT ol ST,

4. <s/PfSed) RS (Penalty/Credit Definition): SLA 3D quf 7 e gIum ufkom (3er.
i <8, Ja1 shfec) oNftT 7 Siaieeary fH@UR WIS (rewards) TF Hdl SIS, .

5. YfA®T STOT SETES=AT (Roles & Responsibilities): ¥aT 0TI SLA aRITIATAT D10
AeiaTS BI0T SISTEER 3R § Wyuo) Figed &,

6. HYGT TUR B! (Drafting): 1 TATR MR Th URINS SLA SIS dIR Bl Sl
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UM (Outcome): TRATFAd JdT TR, Afcad, faw SMfir 31t WY HRURT SLA GXtasdl Uh U
Ayl

2. WHTRIA SATIOT =ATeY ey (Publishing and Discovery Phase):

B W U TREHIAIS! a1 Siihy U1 i Wefdd AF® SLAs Iuasy 31 nyvarg
SIGUITER A&l Hisd Hd). YdGHD FISS YSTATA], BT Teb Held ATCAUIRY UfehaT 3T,

3T P: a1 Uit e JaT &HdT 301 AFE SLA qadGdl YT HR01 30T AMgh i1 a1 SHihd
MY § JHSH °UI.

Pl (Activities):

1. 9T HeANT dUR HIU (Service Catalog Creation): TaT UeTd I ¥ard dURNAGR qu—
I HearHe TR HATT AT THIRIT BRI, ST 3dhal AFE SLA ey SRy,

2. IS SXAUGSIHRUT (Public Documentation): FAISS Uald ATl dedgear fafay
JaNITST (a1 AWS EC2 SLA, Azure VM SLA) SLA gHId duRiTd SUIR fad aeaudsiiamRul
PEIIRIGERGIR

3. AP| W% ®HH (API Specification): TRTHICH SIRITHTa!, a1 HRT AR SIS, bl
0T i FARI&0T 8 bl SIS Wbl B TR HRUMR AP UHIIRIA dhel ST,

4. HIHIET TT fasht (Marketing & Sales): T UaTd =T T AT HRdTd, 3]
AT SLA TIEGAaR WS BRIGT U HR ST,

5. JTg® WRNY (Customer Research): A8 T TRST YT HRUMR GHTH YaTd SNSQUITS!
JUcTs YT SHTIOT AT Yafdd SLAs o Giehauul G Hard STI0r [N YT,

U (Outcome): JaT 3T AT TedT AFS SLA TGl GHTH AEH TS TFUO! TRGHA
3. grerardl ewT (Negotiation Phase):

THal AGHMH arg JaT 3Mf0T foar AFSE SLA i@ &t a1 <oard SLA it qusiiarar == sifor
YR JHTAY 3[d, SIdd Ga! Uef TRER YgHd Tl S§e-hRE SRR Ugrad ATeld.

IfET: UeHr ARy TRAMUR AF® SLA dOR &R0, de-agdl e &R0 1T Hiormgt
Pl (Activities):

1. Hﬁ@?(Customization):WWSLASH‘E{—[W(deviations) W&Imdld,ddlswll'ﬁ,
I 3ycrsy g4, fafRy S Aam sira=gardr (data residency requirements) fabar S ferd
AL WR (customized support levels).

2. Afed TURISH (Metric Adjustment): HTITERH Afcaaard! falRiy @ed JedieaR arerarc! &ol
(I RR.3% TTSTl, TGP ’R.U% HIS! UAd P& [ehal).

3. PRICRIR YRIGa® (Legal Review): 3ifdH HRR WY, AT AUUIRRYG HTf0T Fadi
UTe HRUIRT 378 I WET SRUARIT3Y Glva! dToedl HIACRIR SHgR TRIGA® Pl SiTd.

4. f&wa ==t (Pricing Discussion): Ta<lt fhHad sMwmal fa=dt doedr SLA WRieh de Tefed
3R, T TwTd fhid FfE ol IHIfay S,

5. 3fqefacd WHIHIT (Dependency Clarification): TTgwTeAT STaTaa=T 30T Uerart SLA gof

6. W& (Sign-off): Trg! T&l NUATRGUU 3ifdH SLA TIAUISIaR JeHd gidid ST warert
DT, TS Al BIRACRIRNT §YTHRD S,

UM (Outcome): WIERT B, HRIGIIRRAT SYTHRS dT TR HRR, Sl IRER FgHd Jal &R,
SSTSIGT=AT ST 37T TFUUl GRHTT Rl

Maharashtra State Board of Technical Education 34



Cloud Computing-315325 FATSHS BIET-315325

4. BT B0 Wl (Operationalization Phase):

81 Hald dig o7 wald TR T 3ire, f51) Jar uend UaH ot Sid 31for Jgd giciedn SLA favs
TR Fad FARIE0], IR iU Sfgard fad ST,

IfET: YUd el SLA IR ¥al AddM UG bl i 3ig Il Wt R0l iU Pivrrst
fag@TIeR (deviations) @R &&f SUI,

Pl (Activities):

1. TG WfFHAT (Service Provisioning): 3Ta<ad GraTyd JfA4T e H0T 10T Sfich= fdhar
a1 fewrg o,

2. AT HaESauil (Monitoring Implementation): ¥4 IR SLA AfCRE (3al.
3{UeTSH, HfeTe 9e5, I &X) Tad FRIEUT SRUGTITS! T1eH a1 HROT S HIBTR B0,

3. g&HT HGRITYA (Incident Management): TdT g1 @Rd N, AT H01, g™ HR01 3for
ARTHRUT HRUTGMATAT UichaT RITUT HROI, HgHd HATciedT ARTHRUT debd Uleld HRUl,

4. U HARITI (Problem Management): HId®ITId G SIBTIRITS! IRAR GSUMAT ge-d
et HRUT [ARATUT DHR0I,

5. §qd SUARITIA (Change Management): 9dT fdhar siafHfed urayd gfauiAeia Siorarg!
Seargrel FHRd ufehdr AR @01, W Ty T SLA aiid GRUmH HH! gidl.

6. PIUGRIA 3fgara (Performance Reporting): SLA 3feFifdes ardfd®s dar SRiveRMR
Fafiauul (31 RIS, Adfed, ATRID) 3Eard daR BRI 30T d GBI QSR B,

7. SLA TRIGAPH (SLA Reviews): Jal UGl T Aed A HRIUGRH, HIUTE!
J3T.

8. HISTH/ES AN HYI (Credits/Penalties Application): SLA 3B T0T 7 e WgHd ad
gfumd (Outcome): SLA T SFUTAATT Had AIdAqUl [aaRuT, TaT uracd Wihd FaRATAA 3101
URGR(® fEaTd.

5. ﬁmqaaam?rm (De-commissioning or Termination/Review Phase):

g1 Sifdd Wl Y1 SRR JUSATaR Udl, S PRRTE Jad HUedrges, Ta-1dxul 7 Feiges, ddds
JUgere fdhaT Tai- SRR HROAT TReHE Agaqul dad Seire 3 .

IET: Vol Tew, aryd T QR THTE dod dxIRe Seeidl o= ST gHfad HRor.
Pl (Activities):

1. AT (Notification): SLA T fAfEy FHaean Yo Hraadie e &, SR TTgR
PRI FHTG feal TATHR0T 1 SRS SO AT,

2. ST RIATAR/8TIaRUT (Data Migration/Transfer): UTemId ITET ST AT SHWIHRT TaH
TATARUNT RIATAR HRUAN (A SeI) Tad B0l fdbal SeT YRUT &R (retention policies)
3TFOT SUTE SMaRISH IR (compliance requirements) ST JR&TT0 §equl AT HRUL.

3. HOYE St-Mf@WT (Resource De-provisioning): UTedrdl Jaurdt AT 3rdd Id
FH3d 3T A TA1A (VMs, TR, edd SHIRBTREY) aTey Ig S0 31T fAfssg oo,

4. oifaw fafemr smfor Jeede (Final Billing & Settlement): 3ifdH SRZTAR Ufdhar &I,

5. UI¥C-AIGH Lessons Learned - Sf5® W RPRY Had): doiusiRar, Hiowrda axR
SHta-TeshTd GeRTdde- HRul,
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6. BRIND JATGN (Contractual Closure): HRRTE NTATRG THI, algl Tei=t Jd SRR
31T IR ST gul Heard! Wt B,

TfumH (Outcome): T TeeiaT T Fafed U1 AR 3id, STHE d Sl YRI&TU0 Tl i,
8 U9 T /a1 TR IR YUl SIS SHaRITI HRUGMTS! Udh dTdedh thidd (dide) UaH HRdld,
ST a2 fIaRUId Wy d, SeTaeR] 1T Tad JURom A gid.

3.6 T3S |l Sila-Tash ¢W (Cloud Service life cycle phases): Tl fAASH (Service Planning), TaTl
fAfch (Service Creation), JaT I (Service Operation) 3TTOT TaT JHTT (Service Termination):
FISS YT Siia-Tdsh & Fde Jaa URIYD HheU-uRE (initial conceptualization) fa=am 3ifcd
ﬁm (eventual retirement) IR GTI'I'%Q AT UGd=iR cuit T (outlines)
g3fad. g1 W eDHA FA3S T YaIdi=T (CSPs) 30T Sfaifd IT AU Farss-snenia s
FHrdemdn 3T U faafkd e, TaRIfid HRuaRT S1foT fasRid HRuarT Had Hd.

1. 94T IS €W (Service Planning Phase):

B IR 0T Tl Tl 3Tg, fo1Y fiesgaed Taaiiies TReM IO FefiaR S1eid FdH wids
4T TR IR0 a1 ST Sreiedn Jared A& GURon SHxuarr fHufg gqar S,

IfEE: Ya1 H1T 3, ot DHIUTET YaT ¢sd, fa difAe AT TGRS ATaRaHdl 1 Sed ST ot
THUT YRUMRA DR Jeod g TRUIIT D0,

T Pt (Key Activities):

1. TR geaid (Needs Assessment): T HIUAT STORUSHA ARTOH], ATEH T FHw fdvar
3icTid HTEHIRI® TR JUf i § 3w,

2. a1 UT=AT 3TOT AT (Service Definition & Scope): TS Ja= wredl, dflee, afedd
Terdh 31T TafeT Topgo) uRyIRd S0, <ff 1 Sa? < H1 HRUR 18

3. QU™ YA faBTH (Business Case Development): Td-amH fa=aiwul, #gqd siqmt
(TGRS AT, JG1e drey AT Jadudiasia WRaral (ROI) el a8 U AUD
ST TR 601,

4. 3fheeRa f&3M8T (Architectural Design): IS WieWIH, ¥aT (1aaS, PaaS, SaaS bed),
ST IR, Aeafdi HIBTRRT ST IRET Alecd MasvarTg Jad difdd SMfdbeaer
SEIEREZUS

5. SLA SRS (SLA Definition): HRIVGRH Afead (I, ez, Ufawre Ie), fayrargan, gren
30T T Fa-agdT (A HRUR URAE a1 TR TR (SLAS) TIR S0,

6. SIUTE ST Y= fraisiT (Compliance & Governance Planning): FTH® SfIATeH (34T.
GDPR, HIPAA), JR&fT A AT Sfcid TR SRUTdT 3fieswd SHfor e SRl

7. T8 SRS (Resource Planning): a1 [ sifr srafeommardt smaxas Amar S,
qifAes Treq 3Mfor sfie Tfaauet FAfgd HRor.

UfRUImy (Outcome): T TURITTAR JdT ARRIST (blueprint), Teh Toled TG AT 3101 Tdh ATUH
difAe faeH, o fadry 3fir siqaasault caaidt aR 3.

2. qar fAffdt ewr (Service Creation Phase):

g1 TWAd gt cward [AdRid doiedl AloHioR SR Frds ddd Udel Siedh™, ol Sfon
fewrade (deployment) GHIAY 3G

I T3S T [TH™ HRUY, THITHBRUT HRUI, AU HRUI AT Sraifad RUdd fSwia SRl
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TgE Pt (Key Activities):

1.

6.

fa®T 3O HITRBIRIA (Development & Configuration): STRIGRA Ao d! HIfST BRI,
FATIS SIPRCFR T (T3 TR, dHe¥, Favay Havd, TR, Aeaid) IR
HROT AT AAH WehH Jal YT HUl.

. UPHIHADRUT (Integration): Tod AR Sfavid UM, Jaid-Ues Tar 0T 3GAH APls I8

UHIAPBRUT HUI,

. TTavlt (gFe, THITADHRT, Hummelt, HRIVGRI, JR&M) (Testing - Unit, Integration, System,

Performance, Security): fafae U HRIGH, UG, WhaTafere], JR& T faymmedr
IR FxuagrTdt Y= 94 UeEr HSRUU Frul FRUL ard IRy SLA Sferifaes
TS Ul FHIAY 3B,

grmyd  gfaur Mf@WfRT  (Infrastructure  Provisioning): ®18 WUH URYd gfaur
(Infrastructure as Code - 1aC) TTAET AR HE KIS S SRS R WS -Ta wagdferd
PO (3a1. Terraform, CloudFormation).

. fewrade (Deployment): a0l daear Jae IATGH-To AIAIERUNT S HR0I, SATd

H: JCHRATS! Cl/CD UTsudg JHIidy Sdrd.
SXAugeiIRRur 3T UfRAEUT (Documentation & Training): ATR&dl AFIGRI®, HATHD
TG3fe TIR HROY 10T JUIE HHATATS! q4d FHTH dTRBG TS WIRIET0T TG HR0.

gRuma (Outcome): TOTOU! TR dhaieh, Y A0 dhatan ST IRRATRT [SWg el FAr3S 3,
Sif O Hraffad 3Mfl ITRSATGR ATURTIRITST TR 318,
3. Qa1 HRdag Twr (Service Operation Phase):

B A3 S a1 Staaehrdl gald A3T Wl 3], f1Y g =1 Ta1 Wishauo UaH deil Siid, ad FR1eror
P T, U Dol ST 30T PATSS el S,

IfEE: uRia SLAs Juf xd fohar siidaied SradrT ST Wred aTRTe SPHESIRE &d SdHl
Jdd Tad, fayg-Ta Sfor JRiEd faavor gffgd sror.

U Pl (Key Activities):

1.

aifefir 3for srafém (Monitoring & Alerting): THYT TeATET aTR & Yo SRV,
JUSAIT, YR SMT0T AT ATIRTS Teld R0 B0t fadedt forar SuTen qeiard! $iec dc
HR.

AT GRITYA (Incident Management): TRUIYT i 31for FARTHRON 5 g9R Aa1 geT,
3{T3T (outages) fhaT HAUSRA ge aRd TN, g™ HROY 3fOr fARTEH BT,

THT AT (Problem Management): 3fafHied TrET 3Nes@uarra! 3ifor Hiasrdta
& ARITYA (Change Management): T, fodl TR fdhar siaffed uraryd gfauiaed
BIUR T4 g d FAfRd il Tga=iRus! aiIfid o, SHe Ty ST gl

AT SUGRITY SATIOT TH T (Capacity Management & Scaling): AFTUA d@-3dR AT
qTerel SETSIR LT Aihauu AR 101 IHIART (@requl fdhar Ht HRol) H,
s SVAH SRR 0T Td-SHrieddr gHad gic.

F&T STaRITY (Security Management): Fdld GR&T TR, SRR TGRITA (vulnerability
management), Ud ARITA HTIOT IR&T T HiawTg ol

SHeq ST MU=l YAWTWl (Backup & Disaster Recovery): ScT 30T HIfRBTRR-ET
Fafirqgor S 3T 9ot S1for ot g Ao arauft eor 3fdr it GEHTe o gHfed
B,
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8. UTed WY (Customer Support): Y31 Jaiferd SHivrarg! gar, uy fHar afkrey faarard
RG] THST U&H 0.

9. HRIVGR 3rgara 3Mfor gﬂ?‘lﬂ?ﬁﬂﬁl (Performance Reporting & Review): SLA UId-IGR,
RIS 3T HRVERHER Faffd 3@ad TR &xul 3l HUFURGNIEd dolaat
JRIGAIDb SIS HRUL,

UM (Outcome): JET, S-TUTGRTT! dT [daRUT, HIATd BIAGHAT SO FaT AR T4 AeH
HHTYH IGUARTS! Th Aiohd DI,

4. T JHTG <uT (Service Termination Phase):

81 i T AT Al SicgT FA3S T foredl SUged STISTAT Rac! Uigiad, Tai- Ydgk sead! oird
fdhar foreht aTge Sa=adhdr 9.

3IfEw: S graresull, Tare St-Mi@SIT (resource de-provisioning) T e A arag Ja<ht
T Pt (Key Activities):

1. A9rgEd B0 A (De-commissioning Planning): o Sgafid Faimdl areHm
fapRia #X0, SU1d dd desIUA (timelines) 3ATUT SITEGR &l (responsible parties) I
JHIAY 3718,

2. TE® JAT (Customer Notification): THTIId ATEHIHT 0T HFTYRSGHT Hal THG g d a5 gal
T <O, RIAAR AT (migration paths) fdaT SeT TAUTW (data retrieval) TraTad AFTGRM UaH
U

3. STl dH3Y SATOT RIATaR (Data Backup & Migration): A8 T (A7) 3RedN) il Sl 3T
Uy fohar Tafft SegRmar RUdiaRd HRua™ Aed o).

4. ST gequl 3o AT (Data Deletion & Sanitization): SeT YRUM ¢RU (data retention
policies) 30T FAOHIIER (regulations) TGS SIPREFAAYT Id TEH Sl AT JaT-Haferd
Hifgdl YRI&TUT geaul.

5. FOTY SI-WMfRSIT (Resource De-provisioning): 3FTaRIS W STBUINITS! Yad THYH ¢d
3T G HATIS ZIPREFIR TATEH (VMs, TR, Hedh Uedh) TGaRiRaul arey g ool AT
DI TIHU.

6. oifaw amffed A= (Final Financial Settlement): 3ifdH ST@IsTaR Ufthal B, HIvKE
Y a1 Bl AT Id 3N STelt s PHedT Med I W HR0).

7. URE-UeH YREA® (Post-Mortem Review): Il JaT Siaashiqd Ridbad 48 H&ER
FRUGNTS], W a1 STFHAE Jaad UGdl 3o YURUHT &3 sfizwuama sifam

JARIGclIdh BRI,
8. SNUET¥® JHT (Formal Closure): ¥aT dheare 30T i Y@leHyd Jadt Sifgpauor

Fgeht o

References:
1. Cloud Computing, Principals and Paradigms by Rajkumar Buyya, James Broberg, Andrzej
Goscinski A John Wilwy & Sons, Inc.,Publication, ISBN: 978-0-470-88799-8
2. Cloud Computing by Sharma Rishabh Wiley Publication, ISBN: 978-81-265-5306-8
3. Mastering Cloud Computing by Christian Vecchiola, Rajkumar Buyya, and S.Thamarai Selvi,
McGraw Hill Publication, ISBN 978-1-25-902995-0
4. Cloud Computing by Singh Shailendra, Oxford University Press, ISBN: 978-0199477388
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5. Cloud Computing: A Hands-On Approach by Arshdeep Bahga, Vijay Madisetti, Self
published, ISBN 1494435144, 9781494435141
Websites:
1. https://www.geeksforgeeks.org/
2. https://www.tutorialspoint.com/
3. _https://techsparks.co.in/
E-learning material (Video lectures)
1. https://www.youtube.com/watch?v=nZbeTvS93jA
2. https://www.youtube.com/watch?v=PEzLsgjNqd0
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gfe-4
TATSS PP e

(Security in Cloud Computing)

fawy fAreo=h (Course Outcome):

CO4: TS HfCTHE RIEIAT TR,

e frea=it (Theory Learning Outcome-TLO):

1. R3S pfeTHie YR&m 0T Yaiferd eich WY DT feeiedn YaieR w3 S fewiigHe Alsast o

I,
ST JRAT THE IR W A,

FATIS ST YR&T AR HRUGT Ulael WY .

TS S I 35T TTRITI 30T YA JfAeT BT FRErT HUM 3R,
5. RegRd)- - of-wfgw =it ug afkred) Ty &,

Hwn

4.1 FI13S JRET ( Cloud Security Concepts):
FOTIS TR TS FOTSSHEN® Sel, by 3Nfdr uramyd AU ghd g SNeuiuRgT araui
TR, R0, FAA=701 3101 T, FoTISHS ATdGGdT AT Sredl PWIAAdage ffdd Sgoadl 3Hd
ARGANITS! IS YRET 3T HITD 3R, FOISSHE BTG Sl YD JRIGT 3!, BRI
FOTSS Ual YaIAiPS (Cloud Service Providers) ST JR&T UM SRATd 30T AT HHART 3= Juitd
RE&T a3 3HdId..
4.1.1 ASAY-¢A=4t (Multi-tenancy): 81 U6 USRI UGed3R bR 3R, 1Y Aiocdsrdl THd
3 (single software instance) 3 T ARl T TdT ¢ !, AT 31 [T B, TO3S
fashmd (cloud vendor) 3 UTgdh UehTd DT THTLHIET (computing resources) dToR HRd ST
SR A THM ST T TR 3RS R, TP FOT3S AT dT Sl oo 3iTesT 1o JRIEM Saot
ST, FOT3S HCTHE B T T2 Ag@] GHGUH 3R, FOI3S e ARCl-c-iel 23S
BT’ (shared host) 3G Halee Sd, fIY T WHTEA dTTav e UHHE f[AUNTS! SITdTd. Fo3S
SEEHE G- YR&T (Multi-tenancy security) TgUIST, 3R AMHIRI® ATdTaRONd (shared
environment) ST SATTOT AT TRETTT HRUAIATST SUTGATSHT HRUI, o1 3 AR (<) THH
YTy Ffdeiar (infrastructure) SUINT BT,
4.1.2 Eﬁm (Virtualization):
FHIGIZRA (Virtualization) ¥ FOI3S HEFHTET TN 3R, U1 THTHMS T Hifdd STSa3RaX
(3al. ﬂ%?) 3P @?j\’ﬂ_@ =i (Virtual Machines - VMs) fopar gar @313 TareH (virtual
resources) ddR hdl TdTd 31107 IrGadm Tdrd. ‘Cﬂ'ﬂ% ITYFET (resources) 3HfePH W S CARECIT
Bl 31O Bafadhd (flexibility) dTed. U, I BHINGTIRILS FOI3S QRIS Bla! AR
TR STIOT e (risks) FATOT BraTa, TU9 FTa! YR& BAce! fHesd.
FHINBIYRA T AIRANISR (Hypervisor) AT AUCASRAR TR 3R, TRURAIZR Hifdew
BTSSR AT AR NS AN A T R (layer) TEUF HTH HR. @l Hifdd T (CPU,
T, W, Hedm) T30 TIHL [AUNH adl, S Tdd VM @1 Wd:d Wad siicT Rea
(OS) 30T HTF BRI AT Add.
@mﬂqﬂ% e Jram TS (Security Benefits provided by Virtualization):

1. faefi®Ror (Isolation): A& VM 81T VM URIH W00 ATeld. SR Tehl VM ST ATeid SRl

T T, TRl Gl g9 VM e UXRd g,
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2. Side Wifegsi=i 3o GRIAT (Rapid Provisioning and Patching): VMs STdg TTdi- daR &l
T AT 3USe (U AT UdTd. AT SRR TGN SIeig UawTE ¢Ul RIS B,

3. WURITe ATOT ISP (Snapshots and Rollbacks): VMs o WURITe (@1 fAfR & Yets) 9
Sadl Idrd. e JRem Icau-ran fdhar feursrmar e did, VM @ arfia JRféd fRida
(rollback) TOT0T |TY B,

4. Jfery forareamie fawawor (Malware Analysis/Sandboxing): SX0RUE AitedeR fdhar
TAASR qURITarTe! e, faafied VMs (@eaia) ariRed! o3, Udhdid, S T
TR GR&T YT Ad AT,

5. TUPTA YT (Disaster Recovery): VMs 3 S 370 80} 30T 1T diTeadt Hifddh Tegwar
JuAsd JAfd gid.

4.1.3 ST ATICHIRAT (Data Outsourcing):

T3S HETHL ST MISARAT (Data Outsourcing), FET FAIS YREAAT VBT Uifed rd,
AT AT i Hifgel e UREUT HRUATTS! Hlel Hexd YUl Hehed-T THH HUl A= 3d. § Had
ST §AGUITRG Halfed 18!, ok MR (shared) 3Mf0T fadlkd (distributed) aTdTaRoNd Haiferd e
(risks) STTOT STETEGT=T (responsibilities) TERITUT HRUTAEEA T8,

MRS JEEgRId Hisd (Shared Responsibility Model): 81 Te HaYd SdhedT 3115, SagT q! Sel
FIISR IR DT, ABT TR SaTeeR] Haes TH! Theard! Agd ATel. o JH=AT Ggh) 3Mfor
FAT3S AT YGIATAT (CSP) AfATdIc ATHTRIG Wad 3r&d. CSP Tayd Urryd Jfaei=ar Rigaawnadt
TETEGR 3l — TUd Hifdd SeT e, Aeafdh T gTSdsR, SRURaTIs Sl d UGH HRd SRicedn
Jaidl R 1 IS S Wel: GRIG ST WAt BT,

4.1.4 fazag sgaIUA (Trust Management):

FOT3S PRAT Iz TaRITY (Trust Management) &1 U 3d gl YhAUAT 318, Sl FO13S
qarvard (CSPs), UTgdh (customers) &nﬁrwsaﬁﬁmmﬁr BT 31{10\60’21“ fafagy Wiﬂ@w
TS YR 3718, TN HTNT TR TR, FOI3S AIATaRUNG qd TgHRT 10T gedhid! [azaa-adr
(trustworthiness) RITUT U1, Tt fehad Saut iU fora odihd HR01 UM fazary TaRITa g1,
IGECIRECRUE G| uqy ﬁag 3TFOT 3™ (Key Aspects and Challenges of Trust Management):

1. URGRIFaT ST TIHTCT (Transparency and Visibility):

TRTHTHD ﬁq FAT3S TaT Uard (CSPs) 3Mdal Hlel JHTUNT GIT%H@ (abstraction) Hrf HdId,
gra 31 ARHH I Tayd Urryd Jfaurt (underlying infrastructure) Juf ERTEMFGT 9d. Bt
RERIGB A HHIRA Ay FHfor st 31for df feargd 3901 STEMIAS §-q .

JUTg: CSPs =t Wy mﬁaﬁﬂw (documentation), 3fse 3{edld (audit reports) 30T SR &l
(monitoring capabilities) UG HRUI AT g, SUTHeS ATGh -1 ATl Scrdl YRET HRA TarTud
Hell I & UTedT dad.

2. FATS ST A=A W= (Dynamic Nature of Cloud):

TRHTHD UF: FATIS AR AT A=A (dynamic) 34, 72 Tu1eM Tdd d18d (scaling up)
fdhar & 81 (scaling down) 3MATd. IT YATRIAUMTS (fluidity) TRUTRS, FRR ATATGRUMUEN Hdd
fayrar geichT HIUT ST RN (policies) AR HROT 3ifeieh Wi gid.

URUI: el Seaunal daSede JRE A 11 fayr Uraed! Jradi= IRGUl § U HIS Mg
318,
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3. fauw Ty 1T SfiaRe A& HaT (Heterogeneity and Interoperability):

HTFTTHD V; TR DB THIUET SR CSPs VT FTAMNE FAMSS AT AR, Sanges fawd
(heterogeneous) ATATARUT FHATUT BId. AT WehIHAR [AYRT STTRITIT ATTAYuI0r RITUT HRO!
3for fafagy ﬁ%ﬂﬁ AU (trust mechanisms) QW HI0! % Udh IIEEU;UT AT Gﬂ%

TRS: fafay Faras Jarmed ST 3if-Haay yunciined srgs fayragdr gffea svarard! g
STIOT R FAYTT SHGRITO YOIl STaRadh 318,

4. fayrare yHTofieur (Quantifying Trust):

AEHTHF U IyEae agABU0 THONGRY HRUGNET DR (metrics) 30T UGt
(methodologies) URHIT B0 HAT0T WW

&W’iﬁ: ey qedl Elﬁng (reputation), Arfd add (past behavior), JR&T THIOS (security
certifications), 3ffged fAdTd (audit results) 3TOT TaT TR FRR (SLAs - Service Level Agreements)
< UTeH IRIRRET Uedhid Hedidh R0 JHIAY 3.

5. 3faifd P (Insider Threats):

AMFHTHEP UG: CSP =T 3fid ad Ued SR/A, difd i ([@geq T9ad fdhar Fhress)
YU Ay 3MTegT fHTor e, fay e e el Tddidh g ST a3 fahal TRATUR grugret
QIR 3.

JUTT: HAR YA FEAU, T AT 0T HHATITST YRET WRIE0T A7 i1 S HRugN Aed
CaGH

6. fayrara ufafee®=ur (Trust Delegation):

ATPHETHS U; Jfed T3S Sfdbcaarad, fIYNT T Ychidgd gul Uchids Ha-HiHmRor
(delegated) HRUGTH! ARGl 3 Xbhd (3al. AEH SaaS WaIAER [y 3ddl, Sl dad laaS
UaTTeR fayra dadl). a1 fayry IRIeaAT (trust chains) SAGRITUT HRU YU T 3.

TR I Greidid Ude gar QRIgA for faya-iia e WEl R0l 3aRgd 38, BRI
RIS [T PIUATa! HHPHA gal TYU! JUTar HiaTd 3{T0] Jdhdl.

4.1.5 AcTSCT {R&T (Metadata security):

FAT3S ATATARUNIS HeTsel YR&T (Metadata Security) 8T THUI FAT3S JR&dAEN Udh ATl U 3R,
IS S HeTacl WUl JHaAT w3 s AU (cloud resources) "Sclagadl Sl (data about data).
1 B3I ARI-Iagad! Hfed! (ST, e 3Ts!, AUl SISy, ARN-dT PR, JR&f Jfew),
Aersel gRET T3S W&‘Iﬂaﬁ? %91 GRUM d (How Metadata Security Impacts Cloud Security):
FEA@RIETST gXFRY (Reconnaissance for Attackers):3@iaR U FAES URITHA Jfaiaga
(cloud infrastructure) Agwardt Hfgc! MBT HRUINIST IUE fdar SRRI&T Aersere daiR = Yhdld.
B Arfed! T U WRad HHSIR] MYTANTS ! Agd HRdl.

ATFed3R AT @ qu=iid (Software Supply Chain Details): Bersel JaRfdT Rrda
(operating systems), G¥dUasl SAGRITA UGd! (document management practices) 30T ST SRIR &I
(known vulnerabilities) 3 cied] TFCAIR 3G (software versions) IS H& bl Al AR
TIER AT gea HRUGITS! B ST,

foraTeeTy AT (Activity Logs): HeTsel |ishd Udhed (active projects), 3-HedTal sl (high-value
data) 30T 9TOR FHH (usage patterns) TS B bl TS GG Faid HewdTA Aedd! Hlfga
fiesq.
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frawi urer 3ifor Miuitadd Se@e (Compliance and Privacy Violations): 398 Sieidl Herael,
faRIva: SaTq Jafdaes sieguaring @ifgdt (Pi1) farar Mot araaie qu=iia smed, arie Mu-da
Ieaed, TS Jeam, e dier 3t HraeRiR Ufkumd (legal repercussions) 813 X,

YRAoT ARaaIadtd ged (Supply Chain Attacks): Sted3R SHTge fdhal uraryd gfaui=an gcahidga
ToR TGS HRURT HeTS el BeaRaR T T SRR 3Nesauar 3Mfdr wfedrd et (targeted attacks)
TIR FRUGTE TRAT &3> Ll

YIS, FASSHENT Helgel ST diid ATRITIANITS! TaRIH ST <1, T ARG YRET TR
IR0 A HEW 3R, goitrd fobal SRRFET Aerser 81 hIard! gHedT Fards aldiaruNd o<t
TP quaTaT U I AT & e,

AeTeer Wﬁﬁ?ﬂﬁ Gﬂ%ﬁ (Challenges in Metadata Security):

1.9 WHTOT 3107 TR a (Volume and Complexity):

FA3S R fafay Aididwg (341, B3 AR, WIS, "eddh) Aiaal JHIUNT Hersel dar
B, TT IS ST AFTIGT 90, T GRTch U1 =01 AT ATel HaTHIGRIG 0! YRI&d B0l § Sd B0
BId.ThTd dod! SaarIT HIgdT THTUTT ST fafde Yo Rea1 TS e SHaRITUH 6hrUl § Uoh HIS 15T 3Tg.
2 TGHET 3T (Lack of Visibility):

FISS  aAERuTd YRR TRUUMAT  (visibility) e IAGIYA BIFBIRIE  (resource
configurations), W‘Q’W (network traffic) 3TOT ITRB At feharsari) (user activities) Aifgar
XY g Wb,

23ITﬂ@’ W PHIBTRIY (misconfigurations) fdpar dROTUe ACTsel IR 3Bl HaIu @ﬁ
HRUI THP B USd 318 & WY fdqd g,

3. TIfa=fe &= (Dynamic Nature):

FI3S TTAIORY Jdd daad 3RId; JY TRAR TUR el STdrd (provisioned) 0T BHIgH
CENIRSIGIG (de-provisioned).dT Fdd<Al @IQﬂlﬂo\o 3rEATfad (up-to-date) 31T SPh Aersel
IR& ¥R (security policies) XRIUI HTEMTAD §-1d, HRUT &R ST ATATGRURN S[es g ©ot
{TIRGD 3.

4. GRS SaaeR™ Aled (Shared Responsibility Model):

T3S Ualdl (Cloud Providers) HelHd UrdTHd ﬁﬁﬂ'ﬁﬂ (underlying infrastructure) g&T HXdld REN
3T, TR U T AT ST, I =urd! SO B RRI-d! YRE&T BRI STaEeR! gHe!
ST AT STeATRT e AersScra! YRET HRUTM! TeNeR! culd arHe 1Ay Sd. 51 AT
SaaeR] HUiwd JReM YRUH My fhal 3R (gaps) AT FF AHd, TS Aeleel SRR
BT RISl 34

4.2 T3S YT (Cloud Risk: Concept, Types of Cloud Risks):

FATIS BT WU FAT3S BT Tl AR LT Gl 31 Joa™, Ufasan g, HadbeTa
I fohar e <€ IREAT THRIAS URUTHIH AT, 3 Ui R3S araraRunsil dafdd fafay
Ychiges AN BIdTd, S &1 AT A% W (shared nature), AR GrTYd JiAHT (dynamic
infrastructure) STOT 0T UTEHTH G T3S Hdl UaIAThs (CSP) BXidRd gIUl.

a. FATSS YIIT™ WA U (Key Aspects of Cloud Risk):

1. T USTAR Faq 30 (Reliance on a Third Party): &3e dEf¢THHid Gayd dad Burl
TR qHET SeT, SRIGR-g ST UrTYd gfaem THT Jid Uef Ferds Adl Ualdidbs (CSP) Jiuddl. arda
AT T U a1 2R (layer) FATOT 8T, RN HT JR&f R SMTaT 3{=1d: CSP =01 YRE UGdiaR
AT ST, AT 372 3T Pt, CSP =T YR&M HHARE AT RO THT FRIEATR Bhs> Lahvall.
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2. AHTIRAI® JaIagRI™ AlSd (Shared Responsibility Model): T3S UiaT Udh Hegwardl U U]
"HAIRE SEEeRIE Hled." § Aled JRET S UGIT3! BV TEEeR 31T § URHTNT #d. CSP
IJHI: T3 Sal JRIEATTTa! (security of the cloud) SETEER 3R (3T, Jayd Hifde ramyd
gfaen, ead, THIMCAEIRE). R, TEH FASSHT JRISAAAS! (security in the cloud) TEEER
A YUaTd fhdl TS Gaié RT3 s Uil Ueh HIsT |id T gial.

b. TS YT UHR (Types of Cloud Risks):

1. STT-HaTId e (Data-Related Risks): § Ui Hdg-=Nd Seradl JRIGAaRi Je Hafid .
Gﬁﬁlﬁ WazT fohar ST THEL: ddeRid ScrmEr W UAX (unauthorized access), 3GS GI0I
(disclosure), SGAUI (alteration) fhaT 7¥ B0). A BIUIR TR ufvome (3nffes, wfager s, FECRR)
g BT HipT aid okd Hidiarad A S,

A GHT: Al Hhiged (human error), b <Al ST AfETTHob (misconfigured sharing settings)
foar &ﬂTf\&‘IH ffeFp A 3@?1@2‘{@’ (insecure application development) Hda-=iTd Arfgdt oI 3US
BIo,

3T YYR: I ECHE] @T}[ (corrupted), ?ﬂ:ﬂ?m Ugd- geddl ooy (modified incorrectly), fdsar faafa
FASS RerHqed (distributed cloud systems) | ﬁaﬂ?méw (synchronization) W:IW'IH% ot
(inconsistencies) oy Eﬁﬁ

2. 3@ 3AMOT YA HGRITYH (IAM) Nb (Identity and Access Management (IAM) Risks):

4l AR 1T RICHAT FATSS IHTeHHe T T fHesdl il At sl H=M gead! Sd
HUGAd YR (A0} TaT (4901 HHGAd 3RO, 3R FHTUNGHRUT TAUN (insufficient authentication
mechanisms) (3ql. Ael-haeX AIfCHRE - MFA o1 SYId), fdar W/ﬂ-ﬂﬁ?ﬂ (user/role) T
JTAIH AUET SRl TRATT (overly permissive permissions) 3,

" rd %’JEF aﬁ: €$ ETI@I?:IT HeRYUE (compromised credentials), fofRiT (phishing) fdoar dr AT
SRIGRAT 9Y FAT3S WA (legitimate cloud accounts) SFRIEHT fd=0T fiyesaor.

3. BIPIRRI SATIOT GWR'@% Jicg (Configuration and Vulnerability Risks):

® Yl RIS Hdl BRI T ed] ST SO it GGHTA BRI bedl S fobal AracdsRALT SHoid
HHRAYe 4T g,

DIl PIPIRIA: T3S JA1eH, JaT fhar JRan =0 e HRAFT &1 B0, FASSHE JRET
IAYATE (cloud breaches) & Jaid MM HRUT B, ISTEUTHE Ao b RAT R BRI
TR W (publicly accessible storage buckets), JYS Aead th_cvﬂ (open network ports), fewiee
PIREE] (default passwords), fopar T':J,Tilﬁ%[ PIPIR Hald gRE&ET 7c fam (misconfigured security group
rules) AT UG Eﬁ?ﬁ

API SRRTEAar: w3 HaiRll Harg AUt daroRedl SuM=T @b WA $e%d (APIs)
WWW@ (management interfaces) &Iﬁ?—f\&lﬁ?ﬂ 3L, TD silaa API SC@I@I\NHI s Iren |
THTUTER YR 63 Rehdld.

AiredsRASA SREAAT: TS ATATRUINT dH1d Baled] TR R farar sfere-wmed ug
9 Hod IHedsR (unpatched software), sﬁff—% QWT’EZEH (zero-day exploits) fdar Hﬁ?f\&‘lﬂ IS
Ugdl (insecure coding practices) 39U,

4. ATREA 3T SqARITIT e (Operational and Management Risks):
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TUHTAET 3HTT: FASS SICH (assets), 7Cadh Chdh, ARG [haTHATd 10T ST UdTgiaga
(data flows) TITHIAR Hifed! HBUATd S JU], ST Ui 3fies@ul ST geH1 ufadrg qot
H3 Bl

DDoS T®: F3S YaidR HIddT JHIUMER b geall HRUl, S T HAGKR RGN
SIUd giad.

TaTeAET SfaarR: SferemragR (@Y fohar guiaaTyul 8 ) IR s s Tame= aToRe! S, SaTHge
BRI T gId fobar T aredl.

AT IEY: 1S SMuAT (natural disasters), e fagrs (technical failures) fdar csp =
FHHATATAT AT ghies A3 S JaiHe T AU,

5. 3IUTA STOT FTRAGRIR P (Compliance and Legal Risks)

FATI ST TR HRUITAT Slfcdades ARy SENT-Fadi (331 GDPR, HIPAA, PCI DSS, IRDAI, SEBI)
fhal PR HUYH UIdT HRugrd Rl YU, faRiwd: Ser WS (data residency) 3ffor
Mu-tadegad Aoy,

6. ggTaRuig 3Tfor aTeT ¢S (Environmental and External Risks)

GBI SHFRRURAT: ASbIy SRR, Joy fhar idghy srgmeie dad, e Fids Jad!
IuA/d fdhar SeT ArdHTEraR (data sovereignty) Uiy 813 el

T U&T SRGRIET: FIATSS ATaTaRUITd JHIB A deled gard &l T fbdl Aaed3RYeS (third-party
services or software) FHTOT grom=aT &W &lddl.

7. 3fde i (Financial Risks)

SPTHEH FHTYT aTuR: JAIeA AHHred MRS (inefficient resource provisioning), "HI3S
TSHA" (cloud sprawl - SFTIRTS JHTLATT TT31), fhal FaTss Wt SHPHIIRA HR0ATd ARG
B0, ST SUfEAUUl SR fodl I3, Levdrd.

3T Iuar gRoms: et BC_VI"EFITE@’ (data breaches) fhar Fame Fow e T W
(regulatory non-compliance) BIUR 3 JHIM (34l G, BHTIGR R[eh).

4.2.1 Policy and Organizational Risks:

FASS U URUMTAD AT HRITHP P (Policy and Organizational Risks) g T I
9uft 318, 7 Uik gH! difie SRRIEAT THdId, TR FISS HHfCT WIHRUTA TR WY ANGRIS
qdT 31T, 331 UfehaT, ATa! Ted SHTTOT THUT TR SRA-THes 3G aul=al YUITNTd TH-T (systemic
issues) ST, AifAd YRE fTaTSid s HRUT bl gd Uidh 3R dhdld.

RS ST HRITHS YTRIT™ UPHTR (Types of Policy and Organizational Risks)

1. &@mwm 3Tfor eRuT (Inadequate Cloud Governance and Strategy):

IS WIHRUGMTS! (cloud adoption) YT FATS RV SHT 30, FAMSS ATURTT THA&r
DHROGTETS WY e fdvdT A1 YR T 90, IId R3S YR 3t Toierd (Cloud Center of
Excellence - CCoE) faT 3=Ima ysRdt qaftd S 90 J@ifay 8ffe, St dedea arRre FaeH,
ANICR ST SHAESaul HRd. TS FATS ST AR e d 30T SRR §hs L.

RS SETagRY ATSe=! ARTHS (Misunderstanding of the Shared Responsibility Model):

TRIT TS sHeNd forem fafiy QRem Saraer=an ST CSP = FeTS ST YRET SIETaG =T Quiiol JHe
Hugd fdhar it g SIUaTd SRR Bid. 81 Teb IR AR 30T THR ARATHD Ul 3178, T
RIS QR&T a0 didt tieed! (gaps) FH0T 813 Wahd, HRUI TSI A0S H1a JRigd
IR T8 AT Afgel! .
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2. FATSS GR&T PIRT SMTIOT UIRAGUTRIT 3HTF (Lack of Cloud Security Skills and Training):

IT, JR&T 3107 fadh e TS s-Afees qRET WTeH, Jarad Ugd! 30T JaT3S aTdaRuNe gRied
FRUTTAT G SgTIEd RN BRIl SHTT SR0L HHATITS! JRIET T3S aTIRTaTed Jdd
URIEOTET 3THTT 301, Ses 4! ghige JR&T ey FHfr g1s; .

3. HUPAd fhal ffKI@rd THA FATSS FI&T RVl (Weak or Non-Existent Cloud Security
Policies): FAT3 S ATATARUINITST GOR dhaien [ATRIF, TURNAAR JR&T eR0T =01, AT ST FHIHRul
(data classification), oy o (access control), YcHl ufare (incident response), ERGE
TTHER (network segmentation) AT FAT3S <A BT ATURTIRSAT UeAT FHIAY 7 BRI,
URUTAT SHTATHeS SRRTATT Ui UedTe fHosd.

4. YUTA FATSS FI&T HTIUUMET (Ineffective Cloud Security Operations):

FATIS GREAT TATAT JRE&T BV (Security Operations Center - SOC) A HHIHCId HRUATA
SR BI01.fdhal, TS -Afc e YR&M FRA&T (monitoring), ARNT (logging) TIOT g1 UfdTE &aid
(incident response capabilities) 3{HTd 3RO, qlﬂo\é IRET Yl 3{Isgul, T wfcrre <ur Sfor i
PRI TR0 HE0T B

4.2.2 9@ & (Technical Risks):

qif® Ui ToR (Types of Technical Risks)

1. STTET HAT 37T 3T THIGYY (Data Breaches and Data Loss): T3S HE ATadeedT fobdT ufhan
CaqRl] ﬂ%&’ﬂ?ﬂa STl &Flfﬂ% Ty (unauthorized access), 3YsS @ﬁ (disclosure), El"c{?'lﬁf
(alteration) fdaT T BIOI.g 3MPal IR dilAd IFIT BTGl Yded™ 3.

2,37 THTEY (Data loss) TUS S¢T WRIE TS (corruption), CaedTda (deletion) fdhar Red
ﬁﬂ'@'ﬂ% (system failures) S IRd Haar 1 ol fdar at ST’ &Rl = I,

3.3 Rf&d $e¥W¥ 3MfUT API (Insecure Interfaces and APIs):

FATSS YaT Geid: SATTHh = TR SeWY (APIs) 3101 39-3HTUTRT TTRITGT H-AIAgR (web-based
management consoles) Urmafew el aaRITiud 3o SIaY bl STdTd.oR & Scthd araRdl fegms—
PHara AT QRFET Teiid, TR o Seedrd THR AT (critical attack vectors) ST,

4. GBI BIBTRIT (Misconfigurations):

ITd T3S 1Y, a1 fdvar Yrem A0l Ye Hrar fdbar dil SauTe HRam1 gIom=AT Iehie JHTART
BIdL. T g1 el TNl (accidental) AT TR I THR gRUMA 813 Udhard. Iaeunged
TSR SR HRUGMANT LIRS §hed (publicly accessible storage buckets), SIS Heddm Uled
(open network ports), f&wiee Uas (default passwords), fa gdvnla HIBIR DHaid BNAIRI g
(misconfigured security group rules) Iial THIAR 3T

5. 35 W SMOT YART TRITYATA I HHaART (Identity and Access Management - IAM Deficiencies):
RSB MO AT FASS TAYFHE YA TS il s B Ueaal! Sid (authenticated)
30T T B DR G ST (authorized) T SRIQdT HHARGL. ATd HHPHIA THIUNGRUT UGl
(3al. Hecl-Thae AfCHRIA - MFA 9T 3{HTd) HTIOT SR TR (overly permissive permissions) <ol
BIEIE B RS

6. AT ST A eRameie Hwawdr (Logging and Monitoring Deficiencies):

FATSS ATAIaRUNd A0 UMY JRET-TEfIT A (logs) SO S®EH (events) T HRUA, Tid
fIRAOT HRUATT ST AR HRATS HIUAT SR AT JR&MT TeT es@ur ST T Hiawre ool
H3 I,
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7. ATHTRI® dagATaTe SRIRT&rar (Shared Technology Vulnerabilities):

2 9% UMIM CSP =1 SIETaeRId AdTd (SRS SiaaeRt ATSTaR). § HaHd FilSs SIHRERR
BELECAN] (underlying cloud infrastructure components) TefAd i 3MTed, o JUTH: 3dH ézlw
(tenants) TRum & WW@ BIAURAIISR (hypervisor) fdoar ELR IR ameda
SRRIEITAT T JHTART S Pl

8. Acad IOy HAfaefRd e (Network and Connectivity Risks):

S "cadh UTyd gfauimeid (network infrastructure) 3RIRIET, GCI'IH% SR PERI
(unauthorized access) fhar dame g9y (disruption) IS THhaldld FaSS -eddhd ﬂﬂ'ﬁ%[
PIBIRT, guﬁa‘rwtpf Jeadh ‘Eﬁm fdar DDoS gl (Distributed Denial of Service attacks) dl
THTIRT 3] X!,

4.2.3 ﬂ)‘l’qa'flﬁ? icg (Legal Risks):

FA3S HYTHNT HTAGRR e (Legal Risks) 3% UG HRad ST AT o T3, ifdR &=
(jurisdiction), S€T TMU-ITT B, HRRATH AT FATIS YT ST WREURes (AU BIdTd.,
HTITI%'QﬂT N YPR (Types of Legal Risks)

1. ST TGR&IUT 30T MU= HTaeli™ Seag (Data Protection and Privacy Law Violations):

81 welfad Jaid Hew@rn HaeeiR et . IR Jafades Sfor dg-=iia Sere TRefur &or
DHICRIRRAT SYTHRS 3HTg IO FASS YT AR T TTFGRIGA I e fHosd sl

2. YR fefred dufdae SeT W& TSI, (DPDP Act, 2023) RW HAS ST ST HY
T ford HRIg, JTd1d, Ufdhar ®Rral S1fUT WRfed HR1d Tieed ®eR Fad dada. a1 Faa Iwied
H AIS TS M AR HRATS 813 .

3. &=-fafRry fAaw (Sector-Specific Regulations):

RBI, IRDAI, SEBI) ®Tg! Hde=id ST (341, 3M1fa, Sk, Ried HIpTRA Se) Fa1ds T aroRd
AT HRATdd AISAT SraT 3R SaIehdl 3 AbdId. SARIPY TWRIR, JAUHLT GDPR
(General Data Protection Regulation) far sARedia HIPAA (Health Insurance Portability and
Accountability Act) TRE a0 ST T UTaR HAR HATaT GTerdd.

4. FATIS SINTfAe WY (Global Nature of Cloud):

FA3S Sl o SIS FHoa! SR XHdTd. TS el Siagl U dredl (traverses borders) degT
HIUAT SR HHC FIFLBPIHH % ff3rd Hxor w30 @?f@?’f RISt (Data Residency) 30T "Sel
HlaeA<T (Data Sovereignty) =T feidT tITﬂ% gTedld, BRI UHT GRITAT HIAGRIR TRl Gy Rl
GRS STIR 813> b,

5. T3S W4T USTAiEIgdd HIRATAN e (Contractual Risks with Cloud Service Providers -
CSPs):

JaT WR IRR (SLAs - Service Level Agreements) El RET SIdTdar, HA&HT AT (performance
guarantees), STt D! (data ownership), ST UICfafaret (data portability - sl SRl SFAJ | CaXCH
Bl Gl &HdT), Yl yfoaTerRN d% (incident response times) 3for Tar T o (termination
clauses) TAFUCI URUYTIT & ATGId, TS ATG ST SHTIE JHAM 813, D HIRTA SRUFT fdhar
HHARAT AEDTA HIAGRIRNT SRRIET a9 e,

6. TfSP JueT (1P) USRI T, (Intellectual Property (IP) Rights Issues):

IS ST Yaed G JueT (3al. T HIs, ATdTD T AFNRGH) YIRS (shared) TS
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(ownership rights) fdraT SFfIGHd ITRETET aTg AN §1% UdHard, faRINd: SR HRIRATE JEed
LEGIERK]

4.3 eI '\ﬂ'\’f&l?l?ﬂ ORI (Data security technologies, Data Security risks):

4.3.1 SeT FI&aar 939 (Data security technologies): &S HCTHE ST JRI&AdT (Data
Security) 3{d HE@R! 318, HRUN TRIT el Il Jafd Hiegd™ 3o Fag-=ha gt sass
JTATaRUNTd TSI, I1 STrd WRETUT HRugTIS! fafder YR&m a3 (Data Security Technologies) aTaRal!
NIGIGE

1.8"p®M (Encryption):

FAT3S T UGIdT (CSPs) 3fiesiae TR (3al. AWS S3, Azure Blob Storage, Google Cloud Storage),
id TR (Ial. AWS EBS, Azure Disks) 30T Seredde] (3al. AWS RDS, Azure SQL Database)
YrEaaa 3e1 TRPY (W HINT S Uiaiid) SRUaRTS! YaT Tdrd.

UEHHT Teul WewH-AqRITUd ISl (platform-managed keys) a1 UTew-saawaiiua &iwr
(Customer-Managed Keys - CMK) & Oq®iT0- JdiAThd (Key Management Services - KMS)
JTRUYT Y4y e drd aarss Uerd (3al. AWS KMS, Azure Key Vault, Google Cloud KMS) TR
HIS (encryption keys) JRIETU0 IR HRUGTS], ATGTUITITS! 30T AT HRUATITS! Tal <,
ST 3FdHal Tolgd UREUINITS! BTSdeR RIegRe! Aised (HSMs) T8 THTH Crd SHRTdTd. A1es Siied Bt
AT HR AEHTH S HHI Bl

2. 3199 fUg=" (Data Loss Prevention - DLP):

CSPs TdIf&i® DLP &HdT (34l Google Cloud DLP, AWS Macie, Azure Information Protection) Yl
HAId, ST TR, STy 311 Jegd cfhdpred Ydaid el Ued (3gl. Pl - dafads sliaauarar
mifgdh, enfdfer S, sife® Tue T & S,

3. T3S e IR fiTH (Cloud Access Security Brokers - CASBs) FAT3€ aTuRdh«l 30T
A3 S YaHed HERY (intermediaries) TUH &1 ®dld. CASBs ST Walfed SRIdHT (in transit) @Tt
TUNUT B, SFRIRd UdIS /SIS ol Uidad He fdhdl R3S AWGR USR dhaiedl HdgRid
PIZeaHT Uf=hY & DLP &R0l a1 e J[hdIa. o 31feighd (sanctioned) 30T 3% d (unsanctioned)
FIATIS ATORTE! (Shadow 1T) TIHT (visibility) T&H ®Rdrd.

4. ST Rl TR HAwHe (Data Security Posture Management - DSPM):

B IGa=E YA faRiva: Tyl Fr3s ST g eH (cloud data estate) HagARId ST MYTATR, AT
BT HRUTTER SITOT AT YRI&T HRUATER A Disd HIANT.DSPM TTHIGR ST UaTg (data flows),
TR TG (access patterns) SATOT Waferd tidh i<t TTAMAT fHd, S Sl IR dTad.

5. TGS RIARINET TR A=wide (Cloud Security Posture Management - CSPM):

? I T3S TR-BI-BIRRA=AT (misconfigurations) SIS HiadTel A TaIed Hd.CSPM ITeH
JR&MT FARIH UGl (security best practices), SENT AM® (341, CIS STHTERT) M1 3Ua hHadh
(compliance frameworks) fa¥g T3S ATATARUME Tdd A1 HRATd. TS b AT DIRHTRITHD
BIUR &fich TIATIaUUl Siesac] ST AT goed el ST,

6. PITP SR ST (Confidential Computing):

8 BT d3R- TR T¥e s UIFIagRI T=gRIRHEH (Trusted Execution Environments - TEES) a7 TR
$HRA.TEEs T Sl 310 bl UhP dhal STdld, ST o HAHd HTIRIET Ry, SRITRAIgR 3for
TS} FATIS USTATITS! STd i (inaccessible) &I, § 3dd Hdg-Rid dhaledd! 3= Urdard
fae iR (isolation) Te™ @,
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7. f3RY T Aead AR (Zero Trust Network Access - ZTNA):

ZTNA T3S T TR YA T FHRUM U T, FaSS-Afee ReM fdheadr <. §
e R&T PR (Il BRRAIA-Tol-3-Hlgd, RIET a9 Tcd) aigs TRAT AedfoT (WAN) &Hdias
Far3s-fadkd Alsad@e (cloud-delivered model) THTGIAA d. TR T WIS DIV
IRGBITR fohaT FEFRHaR AT fIYRT 7 SaaT, YD oI TSaravil H!,

4.3.2 3T GI&radad e (Data Security risks):

Pl SITd SRIATHT fdhdT o TR el SiTd SRIAHT A MU= (confidentiality), RIS (integrity)
fhar IUASIA (availability) ©iFTd  SMUUMTAT HIUERT GHE  Sigdiq T fhar  sRRIEAT
(vulnerabilities) ferd .

el Wﬁﬁ?ﬂ IR YPR (Types of Data Security Risks)

1. SCTET U1 3ATFOT 3AfYgd Ua=T (Data Breaches and Unauthorized Access):

Tacia At (Sal. Jafe SNew@var mfdt - PII, e Sa, Sifge Iuar, R Aid)
3HIYPHd HddigR SRY Bell S0, STS BIUI, dGcrcil w10l fval Y dheil S0, BT Ul 3 el Sak difd
e BIeT ddedrde Jagadl.

2. 3T {10 (Data Loss):

STl BITHAT SRENE) Eﬁﬁf (permanently unavailable), WRTd _Eﬁ'&f (corrupted) fdsar geagan SO (deleted).
7 S{UHa Qﬂ‘ﬁ (accidental actions), ‘guﬁmqﬁ%ﬁ (malicious attacks) fdar Rieeq ﬁ'ﬂ'l@'l'ﬂ% (system
failures) B Q.

3. 3N 3 SATOT WA= HERITU (Inadequate Identity and Access Management - IAM):
DIVHIUAT STl YA H& bl IR Jobid GRYINT Peied fdhdl WRI A Ui (g0
(controls) TS el ST HIT 3MOT 3FARIFd YA aTed!, HRUT A7 Aekira A ifeR faa
EISEISG

4. TYTET 3M1OT fAa=auTr=T 34T (Lack of Visibility and Control):

TR AT TG ST HITHRT (data assets), ITIRGATAT [HATHATT (user activities) ST Afed T3S
JTATARUIE Sl UaTed (data flows) FARI&0T B0 10T AieaTded Id9HaRIe Aifgd! feau &3t
BId. IT TS elidh 35E0! 30T TR J5aR HRATS HU! X[ Bid Tal.

5. W@H%&TW (Insecure Data Migration):

Sardl 3H-TIH™I™Y (on-premises) dTATARUNGA FASSIR RIdAdRd ®HRMT fdhar daTe wids
YD ST gAGa AU SR €. ST WA B ST ST URHPS 31 Bi ), fbar
TR Ufshdd ST 3G dT0 IS IUaT KT 38 P, T UIgU Hewdrd 3.

6. ST ATURTEIHT TFHUISIR (Data In-Use Exposure):

ST greadtdl 3i9dMT (at rest) SO TATHTT 3G (in transit) TP RAGR IR 3Ga a3, Ufchar
HIUITITS! (data in use) STa fSfpy (decrypt) B0 TP 3. B Ufeh T BT Th mmﬁ@
(vulnerable window) fAafor Eﬁ?f 51 Serar Ui S YHdl. BIbSRAd d?tgfé‘l (Confidential
Computing) TRW T T UHRITAT HH! HRUIET UTd Bl

7. 3rguTer 3for fraraes fFrawia Iee= (Compliance and Regulatory Violations):

FASS Ul ATORAT Sl TRafuy, MO-aar 3o Ser RIS (data residency) Tafrd HaceiR fdhar
e fowi U FRvaTd SIuawr A0, IS WIS <8, PRICRIR SRS 3T IR=ar ufagar gt
B Thd,
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4.4 f&fores siiew anfor yazr syawTa— (Digital Identity and Access Management):

feforea sfies@ 3MfoT WA= FWERITYA (Digital Identity and Access Management - DIAM), SaTal
3HHal Hhad W U YA=T TaRITIA (Identity and Access Management - IAM) 3! Tged SIId,
BT TS SHd QR TR 3R, AISHTd, AT aTRSd (GHAR], U6, HUFER), ey, Tar
JTATARUNT YA SIS B TR 3T N § BT B abdld o (Rd HRO FHIAY 3T,

YY™ Ycdh (Core Components)

1. 35 HIRITYT (Identity Management):

IRl GTell, YHBT (roles) 30T eI TRATAT TR HRUI, TG0l AT HiSHT SO aed JFat
IR, a1 Wit (RIS =arat) for 3pTet A=A 3N@iar (machine identities) THTART 3R,
77 A187- 31 (Single Sign-On - SSO): ATRGAT TN ST YexWIS Y WA (341, Sffacs
STRECR)) TdheT YHTUEHRUT (authenticate) e 3A® T3S YT e R 8T TR 7 HdT A
e auarl wRarh <O (3T, SAML, OAuth, OIDC TTUEH). e SSO X Bid, o ARG IHa
JUR.

2. JHTURRUT (Authentication):

IR [T U ad 3Med Saral d GIdT HRdId, Tel g1 HRuATH HiohaT.

Aedl-thae 3MAfem A (Multi-Factor Authentication - MFA): ARG T UgdTesUie g fdbar 3ifie
U UPR (331, TGS + OTP, AW + ol cld) UaH &R0l HTTRAH HRdl. FISS YIRS,
faRIvd: fORIMTISR srciedn W3t (privileged accounts) & 3fc&d HawdTa SO SR o8,
RIS foRfed FHTONaRUT (Passwordless Authentication): TRIGS JUITU! g ST UI=AT 3&aI4E UGt
(3. SRR, FIDO2 TR&f HioT, Wi fefa), SaTes JR&M MO AR d! 3Hd gl URAId.
3.31fpR AT (Authorization):

SclaY §edul) BT SO TRAHT 38 3 Ffgd Ho.

YfHeHT-SMUTRT TRAMT (Role-based permissions): Jaf-eiRd YHHER TR WRamT Fgad HRol
(341, "SHAWR" YA RGB! 3 IR HE Ydbvdl, "3TSex” YHdbdid aRed! had Al uTg
Q). TS TTRITI AU gid. fhar o=t RIe d@ (Principle of Least Privilege): ARG AT
S{TFOT AT ATl BT HRUGNTS! T [hH HTaRd TRAMHH Ul IS 8P cied] TS GO
IHIH (blast radius) HGaT THTUNT FAffed gid.

4. 3iif&e 3T ATFERAT (Auditing and Monitoring):

A3 S ATATARUNTS qd YA T (access attempts), TR §& (permission changes) STTOT TTeA
TRERIAIG (resource interactions) Ybls HRULR3IIA-CIgH fawayy, AN fharpan oo
(anomaly detection) 10T efteraidl |Ifgcll (threat intelligence) @ IUANTET T3S @IS UdhT ddldhd
SIEM (Security Information and Event Management) UUTHHE BIg W.G@TIFH (compliance),
BRIAE (forensics) 30T T UfAWTETAT (incident response) TaTHIARI®, SURAd-IT Aid!
(immutable records) IRJOI,

feforea siies@ 3for ya=T SaRITYAT (Digital Identity and Access Management - DIAM) W&
Lapr

f&forea st S1foT YA STaRIUA (DIAM) JHT TR FA3S JRIEINTe! Hewr 3MTg. T T
BIC JATTIHTO 3T
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1. 9ftfa & (Enhanced Security):

DIAM 3MAfpd WA UfdaY FHRdl. SR TETG WId 5 91, TR1 o Y& Seag-rar YHTa waffea
B ST THAT UHUT IR&M U (security posture) ASTEd .

2. 3°H 3UTeA (Improved Compliance):

B SlifSc HRUUTRY Jax =0t (auditable access controls) SMTOT T Fidt (clear records) e &+
3. framme smazawar gut w5t | FRd. I Sifse ufthar goaafud gid st sraesik fFawr
T UG HGd .

4. W@Iﬁ CIUPE | SfJHd (Streamlined User Experience):

Rivre AT89-3T (Single Sign-On - SSO) IRW! AR ARG AT YIS &I STV AqT0T
(password fatigue) HHI ®RATd SO T IdTGdhdl (productivity) dTeadid, HRUT IHT 3D
REeHyTd! IRAR AR HIUGTE TR .

5. STde Tf=a= (Operational Efficiency):

§ aTR&dl WifegSl=1T (user provisioning - Tai- WId TR 0 30T S1-TifegS=T (de-provisioning -
WA BTGl WIdferd (automates) ®d. Ao YR YR (administrative burden) 4T glal Mo 1T
STt (IT workflows) 3ifie Hri&H s=dTd.

6. Thafaferd! ST wraferapdr (Scalability and Flexibility):

DIAM IRIEAARN HIUHG! dSuite 1 HRdl dlecl RSl saal ST TfaRid Fss araravonsit
(dynamic cloud environments) TgSTUUl S[5qH Bd. AT THT TGUTITAT dT6 AR JR&T HARITUT
CRUKSIPASGH

4.5.1 Content level security: Pros and Cons, Features of Security-As-A-Cloud Service

FOT3S HfcTe YR&f A0l Ac SeT fdhal IRfiaRd (data or content itself) @] HRUITS] A G
\_rl'l?[, HID IRIE ] ﬁﬁ?ﬂ (infrastructure), Jcad fohdl S aA TR :ﬂﬁ I ﬁﬁl‘g AEIVESH G|
(records) fhar Ser e J&H TREUT (granular protection) TIfay \’rﬂ% GCITE@’ HaD 3@% IR
fdbar Ufehan (processes) @1 ARy ArRfieT sty fdvar grares zrdbdte, SR &1 dafdd yonat fdar
ERSHE TS YAz ST aRlal.

1. 788 HA Hee-agd ﬁlﬁgﬁ?ﬂ% WTae (Pros of Content-level Security in the Cloud):

1. aftfa ST MU=ET (Enhanced Data Confidentiality):

it (perimeter), Jcad fdbar RIReH-deda’ia TReU Yed T (breached) R dHee Wd: Il
Th®M (encryption) fdhdr iy nglw A& WW fayiig SRt fdhar TS w1
S He YHArd 1R Tatel dard, ST gufagul Sidifd eids (malicious insiders) fdhar AMd!
DS IR Heh HHT ST,

2. gea fzor anfor femm fARwifiiR™ @@ (Granular Control and Principle of Least
Privilege):

3d WC@'QT ¢TI (access policies) TRA ¢d, wlﬁo\é AR SATIOT SRIH R T HIAD
3t ARy SerRite Hare wredrd, drg- iU sl

3. fPu™ faRWIfi®R™ d&@ (Principle of Least Privilege) =T 31 ] HRUINIS! § fAd
HeaTd 3.

4. ST Q3T 3MfOT HIAaRRFEIST eafeiadr (Flexibility for Data Sharing and Collaboration):
{Rf\&lﬁ W (secure collaboration) H&H Wﬁ, 3T} Eﬂ%ﬂﬂ UW% AR]-ea< 3nfdbeaedn
(multi-tenant architectures) YT a0 1Y AT STl STl ThM HIfddh WReHE HaIRg0!
BT (strictly isolated) ST S0} TIRIAD 3.
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5. G5 Yd UrTyd Jfauiate fayr & giat (Reduced Trust in Underlying Infrastructure):
H-dgdaR Sl URhY S, I GaYd FI3S URITYd Jfaei=am (underlying cloud infrastructure)
gRé&m IGBELIEE (CSPs) &I?:IFIT{F{ TIBT}T HH HX YHATd. MU EIO_EE[%"I'J:I@[ (Confidential Computing)
& foRiva: YEfid oirg, f91Y SeT T3S WeTAUREG! (CSP) TRf&d .

2. FASSHA ﬂ?—ﬁﬁ ﬁﬁgﬁ?ﬂ% e (Cons of Content-Level Security in the Cloud):

1. SIfeadT 3O TGRITYATET YR (Complexity and Management Overhead):

Hc-dxgd RagRd AN HRU § TS ead fhar Rikey-ded o an] sxuame |u e
Sfed 3ig.qafadde WIRe, Hic! fdhdl THRTST (columns) IR0 AR FHROI HFCAD 3R . SR
Ud® decdl Th 3ffgarg E@?GQF[ P (unique encryption key) 31@?1, W A& G- Bl IaRITfud
HI0 U IS URATA @™ (operational challenge) . SR KMS (Key Management Service) Had
2. PRI aad URUMH (Performance Overhead):

J&H IARMAR a1 Ufhy 3NfUr f&feby e UG YR (computational overhead) dTed, GEITﬂ@?
SffTcr et Srdemaar ulRumd 81 X, faRivd: 3<-JHIUI I S9d8R (high-volume transactions)
foar fRarer-crsH et SRR,

3. WY 9f¥uImd (Cost Implications):

UM/ fSfh RIS WicaT THIUER TaRT® SRced] SUGg AHHeS Fde Hc W dlg
.

4. ST ARV dedT THJET T (Risk of Data Usability Issues):

SR dhee-degd UhRMYUTS! ThRM HIs THEGeT (lost) e fhal 8 1T (compromised), R Sel
DI U (permanently inaccessible) fhdl SRIRTET Sl UhPS fdval AR deiedl dhecHE
TNY YU (searching) TSfoh P/ 3RS HeTRIG B3I fdhdl SRR 3 ehd, WS SATfaIfcay Sfor
ﬁ—w (e-discovery) &R TGl Adrd.

4.5.2 ﬁaqhﬁ-afa-ar -W%H (Features of Security-As-A-Cloud Service):
IR - 3-AfET (SECaaS) 8 W& JaAS! Th FoT3S-3MRd fIaR0 AISS (cloud-based
delivery model) 3B, W@Wﬂ?&ﬂ BTSA3R ST AP d3R i Wad:- T AR (on-premises)
R HRUGRT IO HGRITUT HROAMT MaRIHdT Ad, ATLGol AT Sex-egR Jard-Uel Yaram
(third-party provider) TR Ho@dT Y& Jaid Tl Udld. § ST FOISS HEfeTTal fayd
BIE STH Ud.

Rregfedt- ofer-or-afdadt W@ ARt (Key Features of Security-as-a-Service):

1. FATSS-feeg faavur (Cloud-Native Delivery):

s AR e JRET SUSHRO! (physical security appliances) fdhar AtedsR WRaM W H0,
YT 0T ST R TEUTA FHROTTE ST 16 =N BIl.

2. WhAfaferd imfor @afeesdr (Scalability and Elasticity):

TRIT I I TRATIER (341, YD qTRed SIS U, Td YGRMA R, it dTe ) JRam
a1 TgoIU! TG fdhal HH B Jhdld, Aol Hew@qul YRS Tdaue (upfront investment) fdsar
Sfed Mg STa=addr A7d. 81 TaT AT QU HRuamTe! SareH Wadaierduul JHRd dd,

SIS AT qut YR brive e FFAfd Bid.
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3. Hrfgd TTRITY SMTOT ERYHTET (Centralized Management and Visibility):

SECaaS UGId 3Hdal UTEHIIa] Udh dhgidhd dd-SHTHUTRT AT Uicd fhdT SIEIS ¢dTd. ATgd Ieh
ROl HIRPTR H& DHdld, YRET TR A& &g AbhdTd ST i Wyl fefoed Fefieadia sgara
g Y.

4. Jad [T 3TFOT 3T (Always-on Protection and Updates):

JR&T TRSAT (Security definitions), it AR (threat intelligence feeds) SO WHCASR 3T
(software updates) VTR ITfqUel a1 SftT d1d Hell Sad, U e
THAUIRIEGR Fd-ad dIRuT W&l fwd. 3Md aT 3 geediugA (previously unknown
attacks) TRE&UT STITATS! UFTT eNai=h ATfelt S1for YsaiaraT (sandboxing) dTAR R

5. Al SUSRIAT SATIOT YT "I (Access to Expertise and Advanced Tools):

TR IR PRIETH faRvs srciedr THUd JR&T TGS (security professionals), fazas®s
(analysts) 3IOT €T RMeeh (threat hunters) el AL YA Hadl, IR T @RIGd (in-house)
YRl HRUTT fdhar fawga Ui Guar sra=adhdr =49d.

6. 9aid fawga 4uft (Comprehensive Service Offerings):

Y GRET °cHT MY (detecting), TRV HRU! (analyzing), THITAY HRUI (containing), TF HRO!
(eradicating) 30T @I AW 8IUAT (recovering) AGd HRUMAT Aardl FHIART SRIc.HaA™=!
AR (business continuity) AT OIS FATSS-SATUTRT b 3T AT JAUT ST (recovery
solutions) SWd Y& Pl ST,

7. TA-YHTAHT (Cost-Effectiveness):

TTSA3R 30T UG ISRTTST ARTURT URFNG T (upfront costs) AT BId).HHARY, UTR&U, THUTG,
dier 3nftr et Yefa T H gidTd. I ATee a1 THUl @ (Total Cost of Ownership - TCO)
AT g,

8. erafIadr 3MTfOT Tuesdr (Flexibility and Agility):

IRET T Sde AT FEOUU oHTd Hedl SIS, Xehdld, 3Hdbal HIUAE! Sfied THATHRUNRIEa™
(complex integration) IMYe TRAT AR LT 30T T HTHRITA TR YD STeig U™
33> Y.
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gfe-s
FSs Afia ds
(Trends in Cloud)

fawg Aot (Course Outcome):

CO 5: fafdy T3S Wewiw.

e frea=it (Theory Learning Outcome-TLO):

1. IoT Ee3c Tt TS Werd HRUMT dATd! afRred TF &,
2. fAeTOTTd} FASS WethiH MaSTarRITd! Hewa Ucdh WY B,
3. FASS- TR WIE JUHRUITHT Al WY e,

4. fafay F3E WewiRie dRkreard gaT H.

5.1 Jdaardt ?FCgﬁ"T FOI3S EFCgﬁTIET W‘lﬁ(Cloud trends in supporting Ubiquitous
Computing):

Faeardt m (Ubiquitous Computing), fdar WTE{ (ubicomp), 372 ST HGUAT Hd ford
Eiv_l?gﬁ"l OfeR gHfeA aﬁeﬂﬁf JIdTaRUNd 3RISUY (seamlessly) THTHIGT BId, @TIH,?O” &t aRS AT
THITU! 3233 BId. § 3R TR 315 of g SUTYd 3d, A5H! IUS S¥d MU Gl Sofa
(context-aware) GN?T, Yy RIRER™ (explicit commands) HTTQIT TRSIHT Ui <.
wmﬁwwwwa?qﬁﬂ (Edge Computing as an Extension of the Cloud):

o HHI fadd (Reduced Latency): TolaR STTaR RATHS UohdT dhedT™ IUBRUIHT UiRITG SUariTa!
TTTUIRT 965 A&UTRIcT HH! gidll, ST W< dTe+ (autonomous vehicles), TTE ¢lthd aTge STOT
3Nt Td=e (industrial automation) TFRARTAT R3d-eTzH RG-S AR 38,

. Sefagy anfor TEfdt F@a (Bandwidth and Cost Savings): Heidhd T3S Sel JedT TRd
T qUaTe TR YA Sel HH! gldl, S §efagy T W ara.

o TUSIAET (Privacy): HdaARNd Sl W& Ud@iar Uishar 31 faRasur el S Xdhdl,
WS O FASSHR TR HROATH TR HH g, Jdaardt FfRT= (ubiquitous sensing)
Moo= fidr g gidrd.

1. Wﬁ'\qiﬁt{{ﬁﬂ (Serverless Computing):

JaoTd! HfCTT b e e-fg@ (event-driven) 318 (341, IR gIerAd HI@Wd!, YA JGad).
@R BRI [oT SUBRUNGB G U= T AP S8 e UfaTe, SUaraal, Serar Uithal Hruame!
3107 Peft fETR (trigger actions) FRUAMAIS 3MTERT 3MTed. fAdH IS Ay UraTyd gfaui= (underlying
infrastructure) HTSll 7 HRAT JdaaTdt Sf@Tm = Affiiear (logic) Jufumt et Hfad H= Qb
S AdushHTel Tl fHesd.

2. anfefpiRrae sefes=a (Al) 3nfor w=fta @fF T (ML) =0T (Al & ML Integration):
FerSSHed (3N THasid) Al/ML SdaaTd Yure-r ded @mRedie ®iM, fhaba, my,
qaiaRoftg aiRfRyd) TS Buam SfoT &= aa-ran TiaRieador (dynamically) S[@dd SUam T Q&
CaGH

& JIATH IUSUTHT ARG AT TR 3fGTol YUg T ATAraRule ishaqu) FHIAS dxoar
e HXd JdoT! S-qUGIR TMes] dardl a8 Sl aards- TR Al/ML gIR Ufehar ST faveryor aoan
ST, S IUgdd Hifgal (insights) dTer Sifd ATIOT GRGHM i1 ATerT fHesd.
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3. THAITSS 30T Hedl-FAT3S T et (Hybrid and Multi-Cloud Strategies):

§ JaaTdt ST Uil (3aT. T Tied, ScT UNIRHAT) Jaid arg aIdiervld $audre tRar ad, 7
d Ry graeRe Farss o oM, WeFh Jel Yex 3R fhal T |l eH 3, fadd (latency), ST
RSt (data residency) fdaT Rz TRefaR St

4 aftfa T3S FR&M 30T 3UTa (Enhanced Cloud Security and Compliance):

TdaTdt ST Fewdrdl YSHTT (attack surface) AEUTERIT dTed. RIS S JR&T T (34l. IAM -
3fie5 30T YA GRITYH, DLP - 32T @i fIE@=M, CSPM - Farde RiggRet URer Hsiie, CWPP
- FATSS Thals UICaRM WehH) Y=l ARG HRUINTS!, Ua1ed (in motion) SM1OT fasimd war
(at rest) Scrd TREU HIUYMTS], IO HISAT T SISl IUSRUIAT d FieAT STl GRIE
SugraTdt Hewyul 3R, Bt fayrg Sq b1, gt TSAST (Never trust, always verify) 8 dd
FaeATUT JTATaRUNd TR HgdTe 3 1Y IUHRUT HTOT AR fAfde Sedadiar dad wale ared
SHdId.

5. 5G 3ATfOT WG Pfaef@d! (5G and Advanced Connectivity):

1. 3= &WdT (High Capacity): 5G T &Hdl Seadt Taaamdt JUSHRUIHT ThTd ded! TdTg Aeuary
T <.

2. 3ffa-34t fadiq (Ultra-low Latency): e IUEHRU! HTUT FATSS/TS hcHed R3fd-erzd Hdlg
T BIcl, ST 31d UfaTe qum=aT ey S =-aama! (highly responsive ubiquitous applications)
TG 318 8 <84 TS Sl JdouTdt T[T aTeiara! o1 fadmTmare! Ue SHTa=ad uraryd Jfaer
5.2 Rﬁ? 3T RS (10T) Aeht® TerH HIUR da9= (Enabling Technology in the Internet of
Things (RFID,Sensor Networks and ZigBee Technologies, GPS))

geXHe 3T TS (IoT) WU Hifdd axAT Sex-call Shell, e T STl Ml B Jdald 3l
i ATUTEET e DT, Srfed axgAT "W SUSHRUTHE WU HR0! § fafdy Jerm damiaR
(enabling technologies) HiaAT FHTOMER CIVEE! 3

5.2.1 ¥(S3i- =it smasfefrdze (Radio-Frequency Identification RFID):

RFID =3 faggaga®a =T (electromagnetic fields) aTOR e G ST eied] ST STT3TT
3{izad 30T AT AFNGT Od. 10T 131 8 U Heward U&H HRUIR dAH 31Te, fa=iva: Tadaferd Arerd
i1 (automated asset tracking) 3101 I¥dt ATt AGRITYATE! (inventory management) STa=gdhdl
3o RIS,

1. Taudferd 8@ (Automatic ldentification): RFID /A& 3ffgcdia fia@dd (unique
identifiers) 3{YdTd, SIS 10T YUMTeH RPN fAuRld, U T¥RET WhHTRIar™ (without line-
of-sight scanning) Jafadd a% SIS e Jard.

2. f¥3ra-e1sH 3T $WR (Real-time Data Capture): RFID I8 SRAT Idd Wb Hee Yhdld,
ST <1 dhaledl a%id I (location), BT@ETA (movement) 30T SURRIT (presence) e
fYara-ergH ST fiyedl. 81 SeT ¢ 10T SiIfdifed WethiHar (analytics platforms) S el
S,

3. &9 ST (Batch Reading): 3% RFID < UeHTd ded! drdd SIS, Ydhdld, SATIS a¥adt 0T
(inventory counts) HRUITIREHT UfchdT A&UTRIT dTTd BldTd.

4. U (Automation): RFID T 10T 98 UshAd dHedT, HIGHTT Sidb (asset tracking), Il
IIe] HFIRITYA (inventory management) 3107 TUTaT 40T (quality control) TR Ufsha
qufut! Tadaferd e SIS, Yahdrd, SaTdes AT geeT (human error) 10T HTE! 8¥d&T (manual
intervention) &HT gIdl.
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5. R Arfteror @=R=EEg) (Condition Monitoring - with sensors): Ga4d RFID & $d%
31w (ID) UEH HRdTd, TR e WId ¢ YN8 (341, A9, 3Tl ThHd bd o
AN, § 3N’ Hifgd g UaTaRuiid ST (environmental data) SATe UG HRd, S "I
=1 Y e S Sfon fareht Ry S| wosd.

ToT STRIS-THA RFID T dTWR (IoT Applications with RFID):

AEa-re-l SmaSfefthdh=M (RFID) dHM Sex-e i1 T (10T) 8 THiAd ded fafay &=imed
Y RFID € loT =1 Hlel U s eradt Arfeet faelt sire:

1. WG o1 SO dAiferfeea™ (Supply Chain & Logistics):

o fYor@-ergm b Tz SAEHIRE o fadRumudd (delivery) Tfen Rafd-ergd AT 9T,
YTes a¥jd T RITH 0T R dad.

o TG ARITYA (Inventory Management): TGTHIHEN ¥t AT (inventory) 3ifeid 3IHT0N

o IS I HiWeT (Cold Chain Monitoring): AT=Tad a2 (perishable goods) ATEde IGR&T
AT AT RIS 60, ST el ural IR S,

o fH@ie fawl (Retail):

o TYferd 9Tl MUHT (Automated Inventory Counts): GHMICIT a¥ia! ATal @IAfIqyul Jiefol,
ST AT §X8T HHT gid! 30T Sl dled.

o TR} UfdE (Theft Prevention): RFID TR ATURe I3l 3G gTardTell Siegur o IRt
g,

o TTE fOBfET =W (Smart Fitting Rooms): fhfeT wamed siurciedr susail @ifgdt RFID gR

o gftfd ATe® 3IHT (Enhanced Customer Experiences): TEHITT aS HaSIIHR SdIGAd!
Hifech <ot fahal THSTIT UfehaT T B,

2. RITGAAT (Healthcare):

o dTPTT IUSRUITET AFNGT B (Tracking Medical Equipment): 81RUCaHe deldhIg IUHRON
(341 B3, U0) $o 3Med aral Rd-egH HAFTET 90, ST ot vgsl Suds gidTd

. THGfRHd AT TARITYT (Managing Pharmaceutical Inventory): 3TN ATaaTEl 3T
TRTET 90, AT Gead! ARG (expiry dates) TUTIOT 30T SHTGC SN 31T T,

o IUTET HITNGT (Patient Tracking): STUMCATTS S0 HIIGT 801 (34T, 3NV SIS Tresal
SId 318 P, fvar it gTeraed HRM 3lg & qur).

3. W B (Smart Cities):

o RFID-T&H ed RIwed (RFID-enabled Toll Systems): et ATeRIiaR ATg-HT = Yiaddl waddterd
Tl TTieaT HRuL.

o IS HERT UGRITYA (Smart Waste Management): FaRTUe (bins) fdt HReT 3ed I
FRI&101 RO, WS HeRT TMes] HRUTT! UshdT Hfd HIed gid.

4. ATASI=P Ieq® 1B (Public Transport Tracking): 9 fhaT SaR ATaST-dh ATedd < ATeid]
R3{d-cTH griaT Yul, Wes UaTRI=1 Iy Atfgd! .

5. HTAHRIT SAGRITYA (Asset Management):

-l Aranwid I Af¥d $01 enfor =awITuT (Locating and Managing High-value
Assets): STYhTH FIZCH (construction sites), Serded (data centers), PHIARE DT (corporate offices)
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gaRE fafdy ardraRuTd S=-Jeare ATaudidl (Sal. e, IUHRU, 1T gredsR) AT o 3fir
i HARITYT BRI,

RFID 39 10T 3= i wadaferd, dRigm il 3Egdh SHauaIe! dad HRd, Saes
STTaR 3Ty fufg 9ol 9Y g,

5.2.2 AR AcaR® (Sensor Networks):

YR A § loT ST URITHA (foundational) T8 d, HRUI A SIS cied] ST “Sled 301 B 3Ted, o
ifde ATATaRUNGT ST MedT HRATd. TRRAY IR Jedd (Wireless Sensor Network — WSN) He
Wiferepesedn faafa (spatially distributed) ¥d1d< JUHN (autonomous devices) (ST IR :ﬁﬁ
Gﬂﬁ_cﬂ) e wxard enfor TefAagor (collaboratively) =T ST AcdhgR o fommht e Rie
fdhar Tied wurdId) urdadrd.

TR AeaRidl T afdreed:

1. 321 JPHad (Data Collection):F-qY § WUHH Aeoy 3Med SgR Hifde gedra (physical
phenomena) fSfoTed Seed TUTR dal S1Td, ST 10T YOIl THS Idhdrd ST TR B H& AdhdId.
IRy, Ueh AIHM TR SWraT (Hifdds e Hierdl Sfr ot fEfoted geura (3al. 25°C) Fuidia
Bl S 10T YUTeligIR dreelt ST Ufehan dbeft §ird.

2. qufaeuig e (Environmental Monitoring):¥_R Jeadd WIE WRUNGH d Shafie
Wieqwdd (industrial plants) 30T g Aafifes &iuefd (remote natural areas) fafay ardraRvmda fafay
e qad (continuous) 30T R3IA-CRA (real-time) FRIEUT T&H FRATA.AHS ATAEGRUIIA
3l EdI Udrd.

3. Tgudt wrufia (Context Awareness): IR e Sl Ml B, =% Hew@yul daH (context)
UG HRdld, S [oT JOTe g™ ST 3rgape (adaptive) fufa 9 2.

IaTeRUNY, THT FC ORI, T4 (THTR], SURYCH, ATTHF) Sl MedT BT, SAes Ueial SR
A "gH" it SITofia gid SNfY AR drge, g fdvar ofeiT IS drel SiTcl.

4. BIgd® q (Feedback Loops):

I 3Hdal AFuetdiad (actuators) HTH FHRdld, TS Blead g (feedback loops) TR
gIdTd.g e o loT JumTai-1 IR Si@uardt Sifor FaR i1 Hafd wrugmre! fdar ufasrg
SUGTATS! Frell YR HRUATT RATTT ST, 3areRuny, dgHM IR 3 diudH Sie@d! (Sl ahar),
YU g JTIH WU STRd SR 3ad (g SFRedhdT), 3f0T FaR Sieeguer (34l TSR HaIRR) I,
PROAT Fell G R (BIesd qu guf).

IoT Applications with Sensor Networks:

TR ACaRIE loT 2 Dle! TIE SRIp - Hifgd! WAy 35

1. W1 ¥ (Smart Homes):

ATTH, 3T, T, YT V-0 Tagaferd g9 fAa=0T (automated climate control), @Tsfe 3for
IR&M UM aTiRe ST,

3GTEYU: Siogl Jho! Wielld Ta=T R, degl TR YR Tl 3wl 01 dige SISy <1 giard,
fohar T YRR TSR del-R FEfd gidl.

2. TTE WY (Smart Cities):

ga=aT Turasid FARYI0T (Air Quality Monitoring): RTERITd §ddid gy id JHT0N Hdd TURITATITS
IR TR STl
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a1 UguUTTt 3ffa (Noise Pollution Detection): RIgRiA e TATSIT=AT Uldesid 180T e ea+it
PRANIEEISREIEIE!

TS IfHT (Smart Parking): Ui efia ST SUASIAT (occupancy sensors) SQUaRTe ! TRl
qdid AT R fARI&I0T (Structural Health Monitoring of Bridges): Tet 30T $cR rTyd
gfae=an RRdd AT sxuaTe! (331, 64, T1oT) IRl a0, WU TR dadh e GuarTa].
3. Tt (Agriculture):

HTdTedle TsaT A=a (Soil Moisture Sensors): ST UTUTT UTdes! HISTOATITS!, SAMes UTodTe!
SId 813 g R (optimizing irrigation) & Id.

TiY® ged A-ad (Nutrient Sensors): AT UIS® Gedhid THTI qUIUATTat, fUsmi=ar agmat
{TIRAH Jdid YA FHIYd HRugrST.

4. TATH &g (Weather Stations): RIdTd A8 §ATHM e RIMUT B dlUHH, RS, A=A Tt
JIRET Uedhid e a0, e IR wIffT (precision farming) & g1d 8 e
IdTe G Had gid.

5. 3ENP 10T (Industrial 10T - 110T):

TorrfteaT R fAfY&ror (Condition Monitoring of Machinery): T3 &4 (vibration), dTIHH
TIOT IR HRATHD AIUGS (parameters) AU TR ATURA SITdTd.

yfIsrdia @Y (Predictive Maintenance): 1 Scr=dl 3TUR I3 [qgguaydia Yy fars
B!, TS AR S@HTA He-] WY arddl 10T HTHT T Id TG,

6. ufsrar fAE&rur (Process Monitoring) 3for wafazufia JR&m (Environmental Safety): e
gfsrara FRieror w01 et srfeaEsa waiervig QR g s,

tnﬂawﬁﬂ&rur (Environmental Monitoring):

gIaT 3Bl (Forest Fire Detection): SRTATIE dTIHM, &R 30T BT AHISTag Sl Ude ™
fAR1&101 S IHATH TaHR 1 UL,

qTUgTeaT Turasd fARYeror (Water Quality Monitoring): =T, TaTd S{TfoT fUuarean uroara [
UTUgT=I pH, Sfiditor UTaed! 3Mfor Ugse gedhid X1 SR,

7. YHUIg graaTeitdt 3@ (Seismic Activity Detection): YUl A8 gleramil H@QUANI!
IR AR, SaTHes GHTH YhUTd ddadh Alfgdl i dhd.

5.3.3 f3nTall a9 (ZigBee Technologies):

f3rTelt 8 IEEE 802.15.4 HM®HIAR (standard) MR Teh HHI-SHord (low-power), HHI-STT-aRT (low-
data-rate) IR YUY TiIhid (wireless communication protocol) 3118, § faRIvd: aRReY w-d
TRAT ScaaddTdl (Wireless Personal Area Networks - WPANSs) f38sT &d Tia 3iig 3nfor =
Hrdemdqe (efficiency) 30T A=Y AeafdT A (mesh networking capabilities) loT Wed o el
THTUMGR WHRA T 3178

et g e afkre:

1. S Hl GTUR (Low Power Consumption):se<tar I@un=T loT IUHRUMEIST (3T, Iy, TS
TIR) § 3Rl 3], BRI AT Sesl TEAvar! HTTRIHdT - USdl 3 AfgH fdhal a8 &1 Rl e
2. AT AeafdIT (Mesh Networking):f3rTet Suatl fidftex (repeaters) T H1 & Yahdld, TUM!
t 3R IUBHRUMHLT ST Ye UTdd [hdTd (relay data). IS Teh 3fd Holed (robust) 30T Wad-go&d
(self-healing) Fedd dUR 8, I it (range) ATgad 0T farATEaT (reliability) R, SR HTat gy
(nodes) FTH! STel ARIET Aede aTe Mg,
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3. HHI G (Low Cost):RITe R gor Ta¥d SRIATd, SaTes Hicdl I IUHRUI (341, JTC W
3% T) THTd HRUTMIST d ARG 3117, TS loT WegR=ud! fhd w4t 8.
4. THAfaferdt (Scalability):8 &4 000 Td ST SRIIeT HigdT Aeaaqei-l 99U ¢d, SIS o AU
W 8 (smart home) fdsar fafe@™ Sffe=M (building automation) WISt TFg 334, agS
HfaSTaid aTe T AR 3.
5. JTARPTII&HT (Interoperability):FAfaciac! T Eed AT (Connectivity Standards Alliance
- gdfd Zigbee Alliance) TaRITUT dHoidd Udh Qo AMG (open standard) 3T, o ovTavTeH
JdTeH e (different manufacturers) SUHRUNMHE SficReTA&HAET (interoperability) UedTE- &d. A
31, fafay o=t fIATell-Tem IuSHRUl UHHH RN HdTg A1eY Ahdrd.
ToT SfRrb=—aHen f3rTetaT aTUR (loT Applications with ZigBee):
1.1 T (Smart Homes):

o WIS @IS (Smart Lighting): Philips Hue, IKEA Tradfri SR SdTeHed fIRTeET aTaR

&l ST, SIS A8 IRy Ugd FEfd oxdl Adrd, dfet o 01 37 daedr AdTd.
o YURESH (Thermostats): TR ATUHM AT HRUGRITST WIE YHRC .
. m\_:l'ﬁﬁw (Door Locks): ¢ BI3R A, T G (remotely) TSl dhdT §g Hdl

. ﬁ?&n = (Security Sensors): RISHIT/ERASIARIT I, TR J=0Y, o AR GaT
ST,

o WTE W (Smart Plugs): TTEAT SYSUIHT WITC SIAUIRISY, O GRIYU! ATe/aE Rl Jdrd
fbaT dBTUFBTTIR (schedule) T HRdT Adrd.

2. fafe&w sife®=A (Building Automation):

e HVAC 8391 (HVAC Control): TaHRIS SHRATHE BIfcT, RICARM 0T TR Ha =T
(Heating, Ventilation, and Air Conditioning) ToTTel! Ta&aferaqol fAdfda &,

o ol SIARITYA WUITEl! (Energy Management Systems): AR S0l ATURT FRI&OT STfOT
STRHTIRIR R,

o WAY fRFUT (Access Control): SARATHE YA HARITUT HRUTTATS! JRET TOTTE.

o TEfET Wumett (Lighting Systems): SHRTIT QIS¢ Taderd 0T 30T Sl araqur,

3.3 10T (Industrial 10T - 110T):

o Wf3fees AeTard) IRy 9= Aedadd (Wireless Sensor Networks for Predictive
Maintenance): HREFIANT JFIHA=AT &Y (vibration), ATTAT 30T 3R R IR
TqigR e wo. aies 97 feasuaydia duyTer IHw siiawdr Idid.

o DHREFHS HITHTT BT (Asset Tracking within Factories): HRETAIA SUBRUIET
fobaT ST ARt 9.

o 3NMeNfre Wi sga®IU= (Industrial Energy Management): N gl%mmtﬁ Soll
TR FART&0T SAfOT S UM U,

o WTE oIl GRITUT (Smart Energy Management):

o WIC HicH (Smart Meters) U1 SR ol SUHRT HROTAT ITSRUTAT SISV, TS Sror ]
IRT fR3ra-eTgH YT (real-time monitoring) &RaT A, § ATURGAAT ST SoTl du=giT
Sl TR 31w BRIEHA HFARIUT HIUI HGd B,
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4 JRGHAT (Healthcare):

o G T AT (Remote Patient Monitoring): ST Hg<dqul A&fUTd (vital signs) (3aT.
gad Tl YadgrE) IRRAY INigR gReuul e R, faRiva: A SR (chronic
conditions) 3R SIS,

. IRRes fafedT Rifew (Assisted Living Systems): I RIT3T fohar Fifed gTerard Sraeed

5.2.4. TOI® UIFSRI-1T RIREH(Global Positioning System (GPS) :

GPS B Th IUIE-3MUMRd ATz YU ! (satellite-based navigation system) 3{Tg STt qzaﬂ?ﬂ CART]
BT (location) 30T Josit ATfglt (time information) Uald . TRUNG YA GPS AR’ TS o
-9 E® S HIAAS! (location-aware applications) T [oT JUSUTHS JHTART HRU fAd

e 38,
IoT SITRISGI-THA GPS T U (Importance of GPS in IoT Applications):

1. Wwfﬁ?ﬂ (Precise Location Tracking): GPS H\IGH'{:Q’I HITHHT (mobile assets) 3foT
CIESINIG] Sh Rard-erzy Wrnfere fRcers (real-time geographical coordinates) Yal-
PHRA.3GTERT: AR HU=IT el g fdhdl arg-Iar AHeT JFlaT U3, Uehdld.

2. T3AfRAT (Geofencing): GPS TY3HA T (virtual boundaries) fAfd HRUAMT A
ad. SIRT GPS-H&H loT JUHRUN YA &3Td U= $Rd fdval AT der USd, degl
d TH 3@ (alert) fhdl Pl (action) fCTR HRA.YREM, HIAHAT TGRITT (asset
management) JHTTOT ATRCRITS! & HTAAD 315 3&6RUI THIG! 9 ARy eria=Tg
IR TSI aRd a1 fHres o,

3. AR SfffPwmaE= 3nfor AfFIA (Route Optimization & Navigation): GPS ATHRITTA!
(fleets) STATHE® AN fAAISHN (dynamic route planning) & HRd, SIS ddR01 98
(delivery times) 3Tfor SYATIT dTUR (fuel consumption) e—r”ri@ﬂsg 'Eﬁ?ﬁ JalerUl digdd
HUT BT Joodl 3T HH ST I Ulg [AqUaITS! warad A1 fag Jevdra.

4. RF-3MYTRG A4r (Location-Based Services - LBS):GPS SUDUTA] A RITTER
3TeTRRd Tar far Arfg ! SUm=aT SRIb =TT Rdkd! ¢d.3aTexUT: Hrde baiedl dgNI3]
(connected vehicle) TaTd STaesd AIqw WM YU fhal ARG AT RITTIIR SR
PEARGERUS

5. 99 RIPIFTESITH (Time Synchronization):GPS REled 3idd 3@ dood Riga ¢dd
Yald $hdld, S fadRd 10T UuTeiiae (distributed loT systems) CERNILS (data logs) 3Tfor
HcArd (events) RIHIHIURIRM HRUGNTST e 3Med. 3G 3% Iy 30T
JUHRUNdH e AUIRT Sl 3h dSIIR IS4, Tl Y ohH FHS °ul,

ToT ATFHITAH GPS AT ATR (IoT Applications with GPS)
qATforieeaT STfT Welle IaRITUH (Logistics & Fleet Management):

1. qrg-TdaT R3UA-STgH IbT: g Ui AT dTg-1d (b, T+) LT VI HTOT Tt il
dTchTes JITIET ol Adl.

2. faavor arTfa SPHTER=A (Optimizing Delivery Routes): Gafd &rigm 3O Sae faa=or

3. @Yl da-rd fARY&IUT (Monitoring Driver Behavior): S@=l SAfET Wadid (34l.
A, SRS sich) FARTEI0T B0, GRI&T SMfor Hrigmar GyRuarETa!,
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4. faarur &FiardY SIS fRIAT (Geofencing for Delivery Zones): fafRy faaror e=iardt

A AT T HROV; SiegT aTe= a1 &A1 WA= HRd fhdT 1eR USd degl fac [Hesqul,
HTAHAT Sfb T (Asset Tracking):

1. I=-Yeared] Miarsd grau<id R i @ siusm Iuso), fRft Hea (shipping
containers), HTSdT faaiedT TTSdT (rental cars) TR S-HArAT 30T gl gdadm Jum=at
T R AT HRol,

2. P9 fhar Tt ufdde (Prevent Loss or Theft): ATTHT TT8I@ SI0ATARET fdhdl TR
STUATARE RRGUITHTST T Feld HRIET 9ol

T At (Smart Agriculture):

1. fRye= wiftfr SifRr==T (Precision Farming Applications): Rdrean fafkmy yrmddta
G FAT&0T 0T IO ATAR UTugTel S1for Tt A SHRIS B!,

2. WA Udl g AnfeRiA (Guidance for Autonomous Farm Vehicles): Tagferd
e bl SIFaT QdTd SEIHUD! AT HRUIRITST ARTERi RO,

3. URIYHTET HINGT (Tracking Livestock): 13T SR (pastures) fhom=a1 GIeHT=I (34T, TR,
H& AaT v, SaTdes el [T 0T SR Arfgdt .

Jufdas ST (Personal Tracking):

1. J3RTA IUBIVI (Wearable Devices): T T, T S [dhal UTes1d W0 TS d3Rad
fERRATGR I WM T HR0], JREWTA.

2. feaw & (Fitness Trackers): e camdned AT AU (route mapping) HRUATITST GPS
1 AR, TS AT febat Arresferrean At i g

HaeS d18+ (Connected Vehicles):

1. AfRA=E (Navigation): argaAed Rard-ergH AfegiRM 3T ARieRH.

2. IR} ST arg AT (Stolen Vehicle Recovery): TRIQT ided drg-rd ®IH Ffad
PRI 3101 d R H@auard Aed w0,

3. 3ufiaTult |aT (Emergency Services): SUUTArAT ded! WUafaquul Sofamoft I (3.
eCall RiftcH) arg-rd RIH UraquL.

WG A= TIHTET (Supply Chain Visibility):

1. Hde=ia axgd fARI&Ur (Monitoring Sensitive Goods): ITed® G Tde=id axid

2. Turasn fAREYT (Quality Control): faRivd: BHMRgfcH® fhar ARG ax= aeqe He
TUTa IRGUITTS § e 311G

5.3 gex-ic 3ITh AT (IoT) W8 T-ITI%TQ'{Uf STRIBT (Innovative Applications with the Internet
of Things )(Ex: Health care: ECG Analysis in Cloud and it's access, CRM and ERP: Business
and Consumer Application

RIYHAT: FASSHY ECG fazawor 3for ®@m=m wa=T (Healthcare: ECG Analysis in Cloud and
its Access)

THT: TEAADHRIAT HIBSNATS! DGl BT ECG AU SN STd AR, a1 fdeia
(delays), STUIHT SRGRIGT (discomfort) 30T SRITRAT GrTYd JfauiaR (healthcare infrastructure) ol
Idl. Ui SRCIedl BUNS! (at-risk patients) faaea IfdTaer Tdad FRY&or (continuous
monitoring) HX0I Ho 10T Bld.
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2 P9 P BId (How it Works):

1.

el HdHa (Data Collection):d3Rad ECG U4 (wearable ECG sensors) S0TaT [RRTA
fY3ra-egH SATIBIS U (ECG) ST M1 HRAM. § I eH, gaab SM1fOT Jd aToRal
JUGTSIRT ST

. TS ufehar (¥fe5e U¥q a1ed 3M18) (Edge Processing - Optional but Growing):®Te! URfY®

Ui (initial processing) fdhaT fawTTea 3fis@ul (anomaly detection) fE®RHaR fdhar Saeid
TedaR (Ial. HCHH) B3 UHd.dHes Sl ftheex Pl oid! fdbal TR gemat (critical
events) AR A< TR del ST, S FASSARI HR HHT gidl T Refa-ergd ufcarg
YR,

. T3S fa=awor 3for Al/ML (Cloud Analysis & Al/ML):&ISSHY, Qfdi=ielt HiRAH

T (Al) 3T m=iF a1 (ML) Si@iRed ECG Seren favma wargid (vast streams)
fa=eyuT SRt g JI@NReH gaara siqadta sifaffadn, SiRUfP™ @rrhythmias) 30T SR
TEATAN Ued! (patterns) 36 xaTd, o HFA! SleHi-l UgoTgol fay Jdhd ATeId.
T UNTYRGIITST GRI&d Wa=T (Secure Access for Stakeholders):

. I FATI S-SR YuITeiges fafde TR T GRIETU0! S0 YHTdU ECG ST Sl &dl

I

SIdeR/EeUa®R a3 (Doctors/Cardiologists):3idex 31 gealddR O ATl HIUIH, Txic
fha1 TEwHER 39 Uide fhar favy Aersa SfereeagR Rem-ergH 3nfdr ¥faeiie ECG
ST, faRawuT 31gaTd (analysis reports) SHTTOT SEIE Y YRIETTT! SR H& Y dTd.AIes SR
DIUATE! fShTUME g¥eI FAGI (remote diagnosis) 31101 AT (consultation) Ul -
BT (Patients):301 Wd:AT ECG ¢ g9, fehaTdhaIy ST UTg JhdTd 0T SISt daR dbaied]
OE1sd 3{UgR Suged Hifgd! (insights) fddT TRUTTA (reminders) U & [ dTd. AMes SHUTHT
T R Fiehauul SHaRITUT HRUTAMN (actively manage their health) T&/ .
SMYPTA JaT (Emergency Services)TiHR aRFUdAeR (critical situations), & WoTeR
UGBTI FUdh (emergency contacts) fdar JaiHT (3T, FTUraTgehT) ST VI (location) ATfOT
TR ECG S8 SIS fed (automatically alert) H X[dhd, ST Sielg Uiawrg (rapid
response) fiadl 31foT Sitq e Tavatl.

Ped/HIBell YUIR (Family/Caregivers):3ed HEardia Taw fdhdr Hiasit 9o (R
3 a1 daTes SR SUiral) Swmen fUd XU FRign e Ydhdrd. age I
AR id fied Ml TR TS d Ad &3> Y.

Benefits:

1.¥% w01 &1 (Remote Patient Monitoring): 8 URUR® BIRUco Qi dTgis!
wﬁw S Fdd ﬁ'\&&I'UT (continuous monitoring) PV H&H CRGH EITE]@ R3]
Gﬁa:lﬁﬁUﬁﬂT(quality of life) ﬁ?ﬂ?ﬁ WWWWW (hospital readmissions) TFIdT
ST BId. BT Gl IRIGAT TGP ol Dlosail B3> bl

2. MG 3MdW (Early Detection):Al-adiiaR ATAR fA=AW0T (Al-powered analysis) &7 Sad
(subtle changes) fdar fa¥iTcdt (anomalies) 3@y Thd, T Halfd FYAHYT baiedl HY3Hd
AUIIUTES (intermittent manual checks) Jg b dTd. A IR AGDR FGH (earlier diagnosis) Bid
31107 ISR BIA&T (intervention) TSI BIdl, SUTHS AT SUFRTE URUMTH JERT.
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3. AufaRIgd BTSN (Personalized Care):Udid ST gad SR S8 (heart health trends)
T i fiesd, Sae sidd dafaagd SURIR AISHT (highly personalized treatment plans) TR
BRI R Bid. YD 0T fAfR1y TRATIR SuAR 31fdds THTd! ST,

4. ARTGAGT W HH! BlaT (Reduced Healthcare Costs):SUMAATd HH! de3T STTd ARTA, Fighd gy
(proactive interventions) 30T TATeHA  SPHR™YRA  (optimized resource allocation) IS
RIGITT Wd HH! GI0A Hed §1d.3FIIRID ArudT ST ST0NeraTd AT W eresdT A,

5. HRIYFTATST ST (Data for Research): SATSSHED STHT Haidl, HTHS (anonymized) dadl ECG
ST AgHT F=MYF (medical research), NS MY (drug discovery) M1 TdH M Tq1em (new
diagnostic tools) fawRId HRUINETS! T HiegdM TIYF (valuable resource) 33 TThdl.HIGdT
AP geared Yea S e, 919 IR gl 3nfor ufdsits Iurg faewfRia #or 2
Bid.

CRM (Customer Relationship Management):

1. CRM &8 |0T: JEPHiAT JHT ATOT gfdaar aredut (1oT in CRM: Enhancing Customer
Experience and Engagement)

e a8 AT (Customer Relationship Management - CRM) I AT AT STia-TashIaid
(customer lifecycle) RN Sfeiel HaTg 30T ST ARG HRUATR A& dhigd Hrard. loT, AP
o (customer behavior), 3dTGTHT dTUR (product usage) 311 yaiaR it gewh (environmental factors)
TqIeed ¥3Id-2TsH, a¥gE SeT (real-time, objective data) W& - CRM JUITEHT 31 guTa
§qd.

SfRIHR=T (Applications):

1.1 UTEP AaT ATOT 3iSTfoTd S@HTA (Proactive Customer Service & Predictive Maintenance):

TRIRUY: T HT T HVAC @I, Ra=M, TR S IRI-1) UTelt TR . A1 HCHHeNd loT
T I I Hrdedad FRIE0r dard.

Afa=T (Innovation):SR TETRT IR U foears g=faums fadmedlt (anomaly) (3aT. TR AieR
MYl 69 g1ad 31d) 3fie@d!, dR 81 Scl dlabled CRM WUdidT Uréadl Sl aled qHl
HSIUYIATST, CRM HISY T AR @sliferd (flags) B AR CRM Teiel TSI =re T 3%
Y IaT fawie M (service ticket creation) ATg®Ta YU THRGET Aihdqul Jrad &0l
(proactively alert) Joumell fSogUaMydar ¢@HET 98 (maintenance appointment) fAf3d #xolarg
JedT HITE (right parts) Jafd STaedn o33 (technician) UT3d0L AT Ufgedd YO@d goxiTd THTOT
(first-time fix rates) GURd 3101 ATgeh el THIYUT (customer satisfaction) dT@d.

2 dufeapa AT e 3Mfor fasst (Personalized Marketing & Sales):

URTR: T foheples fashid gebT (retail store) ATeehi=aT GTerTeii= 30T eI UisUGT=AT dod=rl
TRTAT YUGTTST loT W= (Seh=d, TTC i) aToR.

A=A (Innovation):IEH=AT TRd (preferences), GHMIA dd- (in-store behavior) 30T @Rat
T8I (purchase history) €T (S CRM &g Adl) 10T Athd R3d-erga R S UhAd ol
STl (combined).SicgT UTe e Qe fAfRIY IdTg-Toiaes fdhar [aUTTSIaes 3Rdl, dagT CRM &l A1l d
W fhar sl gadiier snuta dafdagd SRR (personalized promotions) fhar fRreRd
(recommendations) ¢ AT HECHHR TR H& U,

3. gftfa fasptugma 9= (Enhanced Post-Sale Support):

URIRUE: Th TS 10T FHfdelagd! raa T IUBIU RThoRex, aiRiT A=) We! S,

Afa=T (Innovation):d SUHRUT AR ST (usage data), Fa AT (diagnostic information) 31101 TR
DI (error codes) IUGHTAT CRM T UT3dd.SR TATE! It (error) 3wddl, R CRM 1 Alchied
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oy ™R Fie =d, Wge Ted HYT TSy (customer support agents) 3% gHTETOr
JHWIHARY (troubleshoot) H& THdTd, 3 T (precise instructions) UGl He Rehdld fdar
fedd gowirdt 9 (targeted repairs) ffd o Tewdrd.arge AgHhid! FARIRN (frustration) HHT Bid
30T UTe e a1 HicrdT ded (call times) FHH BIal.

2. ERP A [oT: 3TURIT 30T BT a1 GI'UI'Q'HT!]@?FT (IoT in ERP: Optimizing Operations
and Supply Chain)

SAfRrp=— (Applications):

fYara-eTgH s et AaRITUA 3O HwTg o+ ATPHTARIR (Real-time Inventory Management &
Supply Chain Optimization):

URRUY: TH IdTed T (manufacturing plant) H<eT ATEAR (raw materials) 0T TR a¥gaR
(finished goods) RFID €/ (RFID tags) TR 3101 TR fowqav (storage bins) T4 (sensors) S¥ad.
RFID 3 SREHI=AT HoledTa) 31O Mierdiaes fihRom=ar Sraefan Armar gdrd. fod S Rard-erzy
TR}l UIaes Tt Hifgdl <drd. 8T 3¢l ERP =T 3@l 3101 I I+ HisgeaH e Idd W18 Pl S,
Afa=T (Innovation): ST Fg eI UTdes! Ut ARy Hafeter (threshold) [Tel A, degT ERP Tt
STUI3MTY WRET SHSIAT (purchase orders) TTEHT & b, SATHES H-GSMA TUMT (manual counts) STOT
Wlardl HHRAT (stockouts) STe3dT Ad. Bl HIATUR d TR AT d &g SAe T I
RJH (location) 301 R (status) A Ree-crgH AT (real-time visibility) Id, AT
URGRIGT (transparency) 30T Rabid &dT (recall capabilities) JURd.I0T Screll §aHM 3
(weather forecasts) TfUT aTgqd IR (traffic conditions) S, ERP fad=ur AFT (delivery routes)
TS H= Yhd HTOT SRTHATAT I3 (arrival times) 3w b 3aTST g b,

2. 3igIfora S@HTE ST ATAHRIT WIRITYA (Predictive Maintenance & Asset Management):
¥Ryt wat shenfies gfada Hewarean TaAmTie loT I @A 3ffed, & &Y (vibration), ATTHM
(temperature) 10T St aTR (power consumption) g FRIe0T T

q1fa=a (Innovation):ERP AEld Al (@Y i) =R Scrd ARy exd 3o 37 faasuar qradr
SIGUIR g&A fa=ra (subtle deviations) 3fi&w@d. ERP Uual Fffd destaseiiast (fixed schedules)
T Ue fRUATIR (actual machine condition) @Y HTH STOIST 33ad, WMHS I dq
USUMET 96 (downtime) HH! BIdl 30T S@HIeEn W PHISH BIdl.[SarSmEn gl U3+, ERP
TROIYIR 3Ma=ad Je HIT (spare parts) TiGHE SRITH WH! H¥e Adhvd, ST I [dad
(production delays) eTedT A,

3. gfitfa Turaar fimor enfor IeaureA ufeear fAY&T (Enhanced Quality Control &
Manufacturing Process Monitoring):

ufefRUdY: TH 3/ Ufshar ¥Ua (food processing plant) SdTeATA fafdy coier dTOdM, Sfean
(humidity) 30T GT& (pressure) T fAT&0T FHRUATATS 10T T ATORA.

AIf3=T (Innovation):SR URTHIEH 3 S0 (optimal ranges) fa=iferd Fd, @R ERP Homelt S{faRexT
(operators) AT@IS 3fAC H& hd, SAHS U JHRAT (quality issues) fdhal a1 STUAMIREA
(waste) JRGUIRITST R3-eTsH FHRISH (real-time adjustments) &Rl JdTd.SdTaT Sa=N Steddl
IfaTR R ST Urasidied ar=ar (quality defects) Hes HRUT faRANUITAT (root cause analysis)
3T Hifgd! Te™ HRdl.uaiaruny U Waeated Aie 31 gRaf Fadia (food safety regulations)
UTeH AT HRa Sfor Siifee ufehdn (audit processes) aH H& dhd
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5.4 me Benefits of Cloud Platforms : Amazon EC2 and S3,CloudStack, Inter

cloud, Google App Engine, Open stack, Open Nebulla
AT WCHIR] 3 HRIS dTd, ST TG 30T ekl Sy Mo ST w8 dH1d FHrad

(deploy), AT HdId (manage) 3TfUT aTgadrd (scale) uma?raﬂ?ﬁ‘aeag 3TOTCHt Gﬂ%‘
FATSS WehIRI™ YT WIS (General Benefits of Cloud Platforms):
1. ThAfaferdt snfor dafear (Scalability & Elasticity): AFTUITIR e &HdT @Rd dledd
fohar it BT A, TS SMRIH =T ¢ftheh dTeedy fohal HH! aTR SRIAHTR! Srferd Jgdrd.
2. WA-YUTIHT (Cost-Effectiveness): 3des aruRaledT YIS ¥ T1d AFTATT (pay-as-you-
go), Wge A1 URIYS Tdaud cresdl .
3. gafaear for "aussdr (Flexibility & Agility): STRIGRT Sdg dAd &l Adrd SMfor
IORUST SeaiT afd ufaare Sar aar.
4. fayaeitaar onfor = IUaIET (Reliability & High Availability): ST e SRTfdd
Feadh e I AUCIZH ATIOT ST GRi&dd G gid.
5. SFIfA® 9igid (Global Reach): STTHRT ARG HHT fadard (low latency) JdT GRadl
TdTd.
6. RI&EdT (Security): TGS ald S Golll YRET SURIANSHT STOT AT (compliance)
oh Ir@drd
grdefe FISS Ul (TP 0T wiethrH QH'D Public Cloud Providers (Infrastructure and
Platform Services):

1.3(0F EC2 (SATRCD B FISS) - laasS
Thafaferdt for aafaemdr (Scalability & FElasticity): TZIFTUﬂ_:NW HC &Hd aRd argad fdvar oHat
Bl Ud, s IRIHIY b dleedry fbdl HHl AR SFAFTG! BIdles ebald. Jral ok

o Aafadar T FRIEOT (Flexibility & Control): fafde U Rd $3¢4 YR (CPU, AU, Rl
TPHASY haidl, GPU-H&H) 30T S{ToRfT RiRewreh faxga 9oft St #vd, ST areR&G il
T AT YGRaR IRID G401 fHeSd. ARG AT Te-aR Be aay sl

o fayaeraar afor 3= IuasET (Reliability & High Availability): AWS 2T ST GrATYd
gi%sria? 3P fdafaferdt @TH (Availability Zones) 30T A8 (Regions) dUR Fad \’rI'I%
S 99.99% IUARIAT TRCT (SLA) Gdl.

o WH &r“r@nmé*-u'—r (Cost Optimization): fafay fhra Als™ (G-FT:T—%WG’, ﬁs@”@; X, Wic
X, Vg W) ATREGAHT dh AT SEMUR Td DAY HIuaTd! IR Gl

. ﬂ?‘f&lﬁ?ﬂ (Security): ﬁ?f\&l?f EFW AWS QTEI?;?I e (Nitro System) dTUX B, 3TYd
R fRTSe TR HRd ST VPC, IAM 30T R TeRARREAT Sk AWS JR&T Jarsft twia
gld.

o AWS SHIRNCHTT THATHI (Integration with AWS Ecosystem): Sfed SMRIGI-T TR
HRUGNITS! SR 3HPH AWS TRl (ST, TR, Hedio, siifaiea, AR afm) sraeunt
ThTd B,

2. A S3 (g Wikt afg) - siiseide e

o HIoUT YHIUGR WhAfaferd! for dafaadr (Massive Scalability & Elasticity): SRSl &HdT
3T, ST 1 Tl HIE FMEIEcHURE d TRIETScIudd (exabytes) fardig! SeT TTaddT A,
ST dTEdIaR d STASTY bl Bld.
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3 fepTa;uum Sfor IUASHUET (Extreme Durability & Availability): 99.999999999% (11
35 e U 311707 99.99% IUASIATTS! FSTS dhaial 3MTg, SHes e fadikd ofor Rese
3ffchcaeRTes Scl Hidad THEadl Sl fhal Srguds 3.

ﬂ?ﬁﬁﬁﬂ 3Mfor et IR EOT (Security & Data Protection): oy Hear (at rest) 3T EIEIT%H
PR (in transit) UPRM, TRIG-IRle Ud AU (JIAM, Tdbe Ulferdl), HHf{D
TCAUITIIH AREUTTST Sgoif-11 SMIfUT SfFUTe YHIUYS (PCI DSS, HIPAA) A8 TSl R&fl
AR TR FRd.

EA-gHTdar (Cost-Effectiveness): fafay 3fedg de onfor wafardt Giﬁﬂﬁ’%? FHod fafay
3R Holed [hdT STHige deiedl SeITo! AN Fad B,

HTI'&EIE'EZ&T (Performance): 3= YUc (throughput) 3T HHT fadd (low latency) Uald W,
ST ST 1a, dF e gifee 3M1foT Hifsar Wikewg fafay UeRen aharears! d 9y 3.
TSIE"TCﬁ"ﬂ IR YHR0l (Versatile Use Cases): ST T, dp3T 3T R, &WT’&T%T[ Fee
fqaRUl, Wi dedrge gIRET 3T forT St Tferfca 9 Skfc s Al Ird! Urmyd giaeT oA
et

3. TTd M7 91 (Google App Engine - GAE) - PaaS

qyfm?r HaRfud 3MfoT dgvaw (Fully Managed & Serverless): fAp® Hds Dle
forfevarer et Had Ham; Ta 94 sfaf-ifea uraryd gfaen, ThierT snfdr ayTe soawifia
B, TS TR AR G Brdrd.

TaUferd T (Automatic Scaling): Sih&dl WidWTE UM SRIHRIT STUISTY Wb BIdTd,
TS HY3el SXAUIRIar = Iudsdr 3T Srives gRfEd g

Ao ae SagHar (Developer Productivity): AIHTOT TRATTERT HTST (Python, Java, Node.js,
Go, PHP, Ruby, C#) THYA <o ATFOT f3eT Telt SOamna! STy ¥l (SRR, TR e, HiRi,
R d! THTONEHRUT) TIOT APIs o1 TG T SR HRd.

@d HTAGHAT (Cost Efficiency): U-3T-g- Ared, o gl qH= SIRIGRMAA ardRadedn
IareAaTSE 0 T, o /NI aharsdTa! Hdd Td-THTdT 3R T,

SRTYA FRE&MT (Built-in Security): TFTeredl Holgd JR&T UrATHd Ffaen A1y 9, STd W ferd
SSL/TLS Th M, aTRavdl SOl 0T 3107 Siich = hreRald Iian SHTART 31T

SRTfA® IrTYd JfAUT (Global Infrastructure): T SIFTAS YT Jfadiar SRibR=
AT R, TS SHRI aTiRG AT B faeiard sfay s,

(Open-Source Cloud Platforms - Private, Hybrid, and Community-Driven)
4. FASERE P (Apache CloudStack) - 1aaS

3Mg=T it 3nfor fashdr dewar (Open Source & Vendor Neutrality): NY-I W Gl
qafadhdT UaM &Rd, faghdT Ald-3 ered ST fafdy STEdeR T WitedsR Uchivg AT
(customize) 3T Qﬁh_aﬁ (integrate) HIUGR &HdT <.

AIRTART Y 31fOT fEw@rasie (Ease of Use & Deployment): Fal SR SNUH-IN T3S
W ChHeT Ja-d AT ASUURITS T 1T fS@TaH e gaHaara! siead S, Sardes aToriT
a1 AraSH® FASS RATUT HROMAT FRITST I JaH giel.

Ue-gRURATSoR A (Multi-Hypervisor Support): 8TIIRATZSRA! fa&gd 907 (KVM,
Citrix Hypervisor/XenServer, VMware vSphere) gaffd #<q, EITEJ,% IR =T G

IR Taaudb e ary odT I,
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TWhafaferdt smfor 3= IUARIET (Scalability & High Availability): Hifeidese faafkd Ser
Heqed ToRT Hifdes Tk AT HRUAT W&, I SUAKIAT D1 JH .
Holqd AeafeT (Robust Networking): Sifed Aead st 3for Sedd-3e-31 -ﬁ (NaaS)
T §9d (Cost Savings): SUH-T AIGCA3R AT HHITSCT 8T RN AR He HTIRRAA
T HH B, S ATAD (proprietary) @?{-‘{F\‘:HT TS G9-gHTd! 791 3%

5.3U-¥E P (OpenStack) - 1aaS

3u= T 3rfor ﬁﬁﬁ Wﬁﬁﬂ (Open Source & Extensive Community): Trear AT Afeha
ST SRS ATy fied), Sare Fad faer, TarusH i samge wHed= gfRfdd 8.
I daf<radr Sfor HIPedT (High Flexibility & Customization): 3dd ﬂ'\ll?,ijfﬁ (modular)
3TFOT B eTd HRUAM™N (customizable) 38, STHS WA AT TP TRSITAR FIASS
TR BT Ud, fafdy geahi= ThiAd de.

fagdT TERIAT (Vendor Neutrality): faohdl -39 TTad, W IRUMT 3 fdohdidg
BTSSR AT Ated3R FHasdr Id.

grfas 3T Aedl-aaTs S &WdT (Hybrid and Multi-Cloud Capabilities): @IS T3S TUH
T Sl SITG, Tl 3107 AT APIs 3 Aol F3 S YarRil YU 311ed, ST grRfeg
3T Ao - a3 S IR0 gAY grara.

IS |aT (Comprehensive Services): A H® FASS HH I ﬂ?ﬁﬁ BIRIE ﬁf%l?ﬂ
3{IhR Hd.

WU (Automation): &ISS T MRS, HfbweyH M AHITHA
IS} RMfaT=ITel Tadea Jre UaH Hd.

Whafaferdt (Scalability): HI3TT TATING TeRUTSY WIOH S SO JrdoHe Fass
fEIgH T T Ut HiauT THTUMGR ¥hd SUaTe! fS3e dad 3.

6. aﬁqqﬁsgm (OpenNebula) - 1aaS (@TeR L, mﬁsaﬂfﬂrwmsﬁéﬂm

| ST g qol (Simplicity & Lightweight): I REEHdT U WU U919 TU Wiex
FA 3R, N P Joafyd SRETARH, TARITI TN RIUTET SFTHT .

E'Nﬁ'g 3T Ao t- TS & ATTITY (Hybrid and Multi-Cloud Management): QTorTt I3,
s FASS (AWS, Azure, GCP) 0T Tl ST QIAaRuNdT THIEH aRiIfid
PRUGNITS] Tehdl AT U (control panel) UG &R

faspar dexyar onfor @afaddar (Vendor Neutrality & Flexibility): S3hRCR-3RIIATE!
(infrastructure-agnostic), OIS TRIHT Tl THdTAT SAWRAZOR, €IRSl 0T Jeafd
ARG 38 AR el Ad.

GH-YUTAT (Cost-Effective): 3 TR UHRUMIS! (use cases) SNORCHAREAT HIGHI, 3HfIdH
Sifed A fdhal STH-TR Meg=-red aqd TCO (TR0 HIde! Td) TeoieRidr &t
P 3 e .

VMs 3ATfoT ﬂﬂﬁ?ﬁ'{\‘lﬁ Eﬂaﬁ FARYTA (Unified Management of VMs and Kubernetes):
T3 TR (KVM, VMware, LXC) STT0T dJaR-c daecd algl Ul T Sexthaaed
AR PRGN T .

QETFI'IEET-@ afrse (Enterprise-Ready Features): ﬂc_t&—m, W—ﬂ%ﬂ tﬁéﬁq %9331?{
ST Yex IO 10T HoTgd TRET TRTRET JfRreeaian qHras 3%,
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TS ST G9YT (Edge Computing Support): TS T3S fS@HCH HeH HRUIER Ao
&l dhisd HRd, fadRd ITdTaRUmRITSt HHI-fadd A== e Hd.

7.3eR-FATSS HhedT ATOT G| (Inter-Cloud Concepts and Technologies):

SRTATS S (HhH T/ H I O Bl Ao -3 S TR WIChTH, T3S sihd, BT Hiaey)

fashdT @ie-891 eTBT (Avoid Vendor Lock-in): a’éﬁﬁﬂ:ﬂ 3D FATIS UaTdidR TIRGuITIt
RATIT &3, TRIT UhTd [dohearean Har fdal fhadiadia I sradfaa sHl eard.

aftfa SifRrb=M wrafaedr SfoT S IUSIET (Enhanced Application Resiliency & High
Availability): RITA-FIT3E TS CSTURA YREUT HRUYATST SRIh R AT Te 13 S fbal
e faaid &1, S SUeTgH SNfUT STa@hTed YU (disaster recovery) & G
H.

IPAH HI1YH 9TaR 3for =t GI'UI'@'HTCI@'Q'H (Optimal Resource Utilization & Cost
Optimization): AT FATIS UGTATDH G [AIRIY qhaieura! warad fhd fahar HrAueRdT
T &, ot SR AN ST WISl daTdSar dwalgd dredT (burst workloads).

ST RS sifor SUTAA (Data Residency & Compliance): 3T JAHHGITS! (data
sovereignty) fafkry e sraxgdar U;Uf H, 3¢l AT FASE YardHed JIId
A 3.

UG HRIUGRA (Improved Performance): 3@ &ISS UGl SIFTdd e Hcadl
(global footprints) TR B SRIBRT 30T ST 3ifaH ARG fdhal 3R TR Jaf=n
qreae aarddr 3T IUBdT (Increased Flexibility & Agility): a1, afdred onfor fahd
ghars MERRIET (Workload Portability): fafdy aeds ararearumeraE ey afor
ST IR FAH B, e JaHrd! Ul dled.
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published, ISBN 1494435144, 9781494435141

Websites:

1.

https://www.geeksforgeeks.org/

2. https://www.tutorialspoint.com/

3.

https://techsparks.co.in/

E-learning material (Video lectures)

1.

https://www.youtube.com/watch?v=BXLc6tn0920

2. https://www.youtube.com/watch?v=ZsEPmM5yf7g
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